
CONFIDENCIAL 

NATIONAL ASSEMBLY SECRETARAIT 

REPORT OF THE STANDING COMMITTEE ON INFORMATION TECHONOLOGY AND 
TELECOMMUNICATION ON THE PREVENTION OF ELECTRONIC CRIMES BILL, 2015 

I, Chairman of the Standing Committee on Information Technology and Telecommunication, 
have the honour to present this report on the Bill to make provisions for prevention of electronic crimes 
[The Prevention of Electronic Crimes Bill, 2015] referred to the Standing~Committee on 16th January, 
201.5. 

2. The Committee comprises the following members:­

01). Capt. (Retd.) Muhammad Safdar, Chairman 

02). Major (Retd.) Tahir Iqbal Member 

.03). Mr. Muhammad Tallal Chaudry Member 

04). Mian Muhalmnad Farooq Member 

05). Chaudhary Nazeer Ahmad Member 

06). Sardar Awais Ahmad Khan Leghari Member 

07). Mehar Ishtiaq Ahmad Member 

08). Mr. Muhammad 2ain Elahi Member 

09). Ms. Farhana Qamar Member 

10). Makhdum Khusro Bakhtyar Member 

11). Sardar Kamal Khan Chang Member 

12). Shazia Marri Member 

13). Mr. Nauman Islam Shaikh Member 

14). Mr. Amjid Ali Khan Member 

15). Dr. Muhammad Farooq SattaI' Member 

16). Syed Ali Raza Abidi Member 

17). Ms. 2ahra Wadood Fatemi Member 

18). Engineer Dawar Khan Khundi Member 

19). Minister In-charge for Information Technology Ex-officio Member 

and Telecommunication 

3.	 The Committee in its meetings held on 29th January, 4th February, 16th April, 20th 

May, 22nd May, 6th August, and 17th September, 2015 considered the Bill in detail. The 
Committee recommended the following amendments, therein:­

(1)	 The "Chapters" are-renumbered and re-arranged accordingly~ 
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CHAPTER 1
 
PRELIMINARY
 

("). 
"~,: .	 Clause 1 

In clause 1,
 
a) for sub-clause (3), the following shall be substituted, namely:­
(3) It shall apply to every citizen of Pakistan wherever he may be and also to 
every other person for the time being in Pakistan. 
b) for sub-clause (4), the following shall be substituted, namely:­

(4)	 It shall come into force at once. 

(3).	 Clause 2 

For clause 2, the following shall be substituted, namely.­

"2. Definitions.- (l) In this Act, unless there is anything repugnant in the 
subject or context-­

(a) "act" includes 

(i)	 a series of acts or omissions contrary to the provisions of this Act; 
or 

(ii)	 causing an act to be done by a person either directly or through an 
automated information system or automated mechanism or self­
executing, adaptive or autonomous device ~nd whether having 
temporary or permanent impact; 

(b) "access to	 data" means gaining control or ability to read, use, copy, 
modify or delete any data held in or generated by any device or 
information system; 

(c) "access to information system" means gaining control or ability to	 use 
any part or whole of an information system whether or not through 
infringing any security measure; 

(d) "Authority"	 means the Pakistan Telecommunication Authority 
established under Pakistan Telecommunication (Re-organization) Act, 
1996 (XVII of 1996); 

(e) "authorisation" means authorisation by law or the person empowered to 

make such authorisation under the law: 

Provided that where an information system or data is available for 
open access by the general public, access to or transmission of such 
information system or data shall be deemed to be authorized for the 

purposes of this Act; 
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(f)	 "authorised officer" means an offi.cer authorised by the investigation 
agency to perform any function on behalf of the investigation agency 
under this Act; . 

(g)	 "Code" means the Code of Criminal Procedure, 1898 (V of 1898); 

(h)	 "content data" means any representation of fact, information or concept 
for processing in an information system including source code or a 
programme suitable to cause an information system to perform a 
function; 

(i)	 "Court" means the Court of competent jurisdiction designated 
under this Act; 

G)	 "critical infrastructure" includes­
(i)	 the infrastructure so vital to the State or other organs under the 

Constitution such that its incapacitation disrupts or adversely affects 
the national security, economy, public order, supplies, services, health, 
safety or matters incidental or related thereto; or 

(ii) any other private or Government infrastructure so	 designated by the 
Government as critical infrastructure as may be prescribed under this 
Act; 

(k) "critical infrastructure information system or data" means an information 
system, programme or data that supports or performs a function with 
respect to a critical infrastructure; 

(1)	 "damage to an information system" means any unauthorised change in 
the ordinary working of an information system that impairs its 
performance, access, output or change in location whether temporary or 
permanent and with or without causing any change in the system; 

(m) "data" includes content data and traffic data; 

(n) "data damage" means alteration, deletion, deterioration erasure, 
relocation, suppression, of -data or making data temporarily or 
permanently unavailable; 

(0)	 "device" includes­

(i) physical device or article; 

(ii) any electronic or virtual tool that is not in physical form; 

(iii) a password, access code or similar data, in electronic or other 
form, by which the whole or any part of an information system is 
capable of being accessed; or 
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(iv) automated, self-executing, adaptive or autonomous devices, 
programmes or information systems; 

(p)	 "electronic" includes electrical, digital, magnetic, optical, biometric, 
electrochemical, electromechanical, wireless or electromagnetic 
technology; 

(q)	 "identity information" means an information which may authenticate or 
identify an individual or an information system and enable access to any 
data or information system; 

(r)	 "information" includes text, message, data, voice, sound, database, video, 
signals, software, computer programmes, any form of intelligence as 
defined under the Pakistan Telecommunication (Re-organization) Act, 
1996 (XVII of 1996) and codes including object code and source code; 

(s) "information	 system" means an electronic system for creating, 
generating, sending, recelvmg, storing, reproducing, displaying, 
recording or processing any information; 

(t) "integrity"	 means, in relation to an electronic document, electronic 
signature or advanced electronic signature, the electronic document, 
electronic signature or advanced electronic signature that has not been 
tampered with, altered or modified since a particular point in time; 

(u) "interference with information system or data" means	 and includes an 
unauthorised act in relation to an information system or data that may 
disturb its normal working or form with or without causing any actual 
damage to such system or data; 

(v) "investigation agency" means the law enforcement agency established by 
or designated under this Act; 

(w) "minor" means, notwithstanding anything contained in any other law, any 
person who has not completed the age of eighteen years. 

(x) "offence"	 means an offence punishable under this Act except when 
committed by a person under ten years of age or by a person above ten 
years of age and under thirteen, who has not attained sufficient maturity 
of understanding to judge the nature and consequences of his conduct 
on that occasion.; 

(y) "rules" means rules made under this Act; 
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(z) "seize" with respect to	 an information system or data includes taking 
possession of such ~ystem or data or making and retaining a copy of the 
data; 

(aa) "service provider" includes a person who.­

(i) acts as a service provider in relation to sending, receiving, storing, 
processing or distribution of any electronic communication or the 
provision of other services in relation to electronic communication 
through an information system; 

(ii) owns, possesses, operates, manages or controls a public switched 
network or provides telecommunication services; 

(iii) processes or stores data on behalf of such electronic 
communication service or users of such service; or 

(iv) provides premises from where or facilities through which the 
public in general may access the internet against payment of charges for 
the same; 

(bb) "subscriber information" means any information held in any form by a 
service provider relating to a subscriber other than traffic data; 

(cc)	 "traffic data" includes data relating to a communication indicating its 
origin, destination, route, time, size, duration or type of service; 

(dd)"unauthorised access" means access to such information system or data 
which is not available for access by general public, without authorisation 
or in violation of the terms and conditions of the authorisation; 

(ee) "unauthorised interception" shall mean in relation to an information 
system or data, any interception without authorisation; 

(2) Unless context provides otherwise, any other expressions used in this Act or 
rules made thereunder but not defined in this Act, shall have meanings assigned to 
the expressions in the Pakistan Penal Code, 1860 (XLV of 1860), the Code of 
Criminal Procedure, 1898 (V of 1898) and the Qanoon-e-Shahadat Order, 1984 
(X of 1984), as the case may be." 

CHAPTER II 
OFFENCES AND PUNISHMENTS 

(4).	 Clause 3 

For clause 3, the following shall be substituted, namely:­
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(5). 

(6). 

(7). 

(8). 

(9). 

"3. Unauthorised access to information system or data.- Whoever 
intentionally gains unauthorised access to any information system or data shall 
be punished with imprisonment for a term which may extend to three months 
or with fine up to fifty thousand rupees or with both." 

Clause 4 

For clause 4, the following shall be substituted, namely:­

"4. Unauthorised copying or transmission of data.- Whoever 
intentionally and without authorisation copies or otherwise transmits or causes 
to be transmitted any data shall be punished with imprisonment for a term 
which may extend to six months, or with fine up to one hundred thousand 
rupees or with both." 

Clause 5 

For clause 5, the following shall be substituted, namely:­

"5. Interference with information system or data.- Whoever 
intentionally interferes with or damages or causes to be interfered with or 
damages any part or whole of an information system or data shall be punished 
with imprisonment which may extend to two years or with fine up to five 
hundred thousand rupees or with both. 

Clause 6 

For clause 6, the following shall be substituted, namely:­

"6. Unauthorised access to critical infrastructure information system 
or data.- Whoever intentionally gains unauthorised access to any critical 
infrastructure information system or data shall be punished with imprisonment 
which may extend to three years or with fine up to one million rupees or with 
both." 

Clause 7 

For clause 7, the following shall be substituted, namely:­

"7. Unauthorised copying or transmission of critical infrastructure 
data.- Whoever intentionally and without authorisation copies or otherwise 
transmits or causes to be transmitted any critical infrastructure data shall be 
punished with imprisonment for a term which may extend to five years, or 
with fine up to five million rupees or with both." 

Clause 8 

For clause 8, the following shall be substituted, namely:­
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"8. Interference with critical infrastructure information system or 
data.- Whoever intentionally interferes with or damages, or causes to be 
interfered with or damaged, any part or whole of a critical information system 
, or data, shall be punished with imprisonment which may extend to seven 
years or with fine up to ten million rupees or with both." 

(10).	 Clause 9 

For clause 9, the following shall be substituted, namely:­

"9. Glorification of an offence and hate speech. Whoever prepares or 
disseminates information, through any information system or device, where 
the commission or threat is with the intent to.­

(a) glorify	 an offence or the person accused or convicted of a crime and 

support terrorism or activities of proscribed organizations; and 
(b) advance religious, ethnic or sectarian hatred, 

shall be punished with imprisonment for a term which may extend to five 
years or with fine up to ten million rupees or with both. 

Explanation.- "Glorification" includes depiction of any form of praise or 
celebration in a desirable manner." 

(11 ).	 Clause 10 

For clause 10, the following shall be substituted, namely:­

"10. Cyber terrorism. -Whoever commits or threatens to commit any of the 
offences under sections 6, 7, 8 or 9, where the commission or threat is with the 
intent to.­

(a) coerce, intimidate, overawe or create a sense of fear, panic or insecurity in 
the Government or the public or a section of the public or community or 
sect or create a sense of fear or insecurity in society; or 

(b) advance religious, ethnic or sectarian discord, 

shall be punished with imprisonment of either description for a term which 
may extend to fourteen years or with fine up to fifty million rupees or with 
both." 

(12).	 Clause 11 

For clause 11, the following shall be substituted, namely:­
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(13). 

(14). 

(15). 

"11. Electronic forgery.- (1) Whoever, interferes with or uses any 
information system, device or data, with the intent to cause damage or injury to 
the public or to any person, or to make any illegal claim or title or to cause any 
person to part with property or to enter into any express or implied contract, or 
with intent to commit fraud by any input, alteration, deletion, or suppression of 
data, resulting in unauthentic data with the intent that it be considered or acted 
upon for legal purposes as if it were authentic, regardless of the fact that the 
data is directly readable and intelligible or not shall be punished with 
imprisonment of either description for a term which may extend to three years, 
or with fine up to two hundred and fifty thousand rupees or with both. 

(2) Whoever commits offence under sub-section (1) in relation to a critical 
infrastructure information system or data shall be punished with imprisonment 
for a term which may extend to seven years or with fine up to five million 
rupees or with both." 

Clause 12 

For clause 12, the following shall be substituted, namely:­

"12. Electronic fraud.- Whoever with the intent for wrongful gain 
interferes with or uses any information system, device or data or induces any 
person to enter into a relationship or deceives any person, which act or omission 
is likely to cause damage or harm to that person or any other person shall be 
punished with imprisonment for a term which may extend to two years or with 
fine up to ten million rupees, or with both." 

Clause 13 

For clause 13, the following shall be substituted, namely:­

"13. Making, obtaining, or supplying device for use in offence.­
Whoever produces, makes, generates, adapts, exports, supplies, offers to supply 
or imports for use any information system, data or device, primarily with the 
intent to be used or believing that it is primarily to be used to commit or to assist 
in the commission of an offence under this Act shall, without prejudice to any 
other liability that he may incur in this behalf, be punished with imprisonment 
for a term which may extend to six months or with fine up to fifty thousand 
rupees or with both." 

Clause 14 

For clause 14, the following shall be substituted, namely:­

"14. Unauthorised use of identity information.-(l) Whoever obtains, 
sells, possesses, transmits or uses another person's identity information without 
authorisation shall be punished with imprisonment for a term which may extend 
to three years or with fine up to five million rupees, or with both. 
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(16). 

(17). 

(18). 

(2) Any person whose identity information is obtained, sold, possessed, 
used or transmitted may .apply to the Authority for securing, destroying, 
blocking access or preventing transmission of identity information referred to in 
sub-section (1) and the Authority on receipt of such application may take such 
measures as deemed appropriate for securing, destroying or preventing 
transmission of such identity information." 

Clause 15 

For clause 15, the following shall be substituted, namely:­

"15. Unauthroised issuance of 81M cards, etc.- Whoever sells or 
otherwise provides subscriber identity module (8IM) card, re-usable 
identification module (R-IUM) or other portable memory chip designed to be 
used in cellular mobile or wireless phone for transmitting information without 
obtaining and verification of the subscriber's antecedents in the mode and 
manner for the time being approved by the Authority shall be punished with 
imprisonment for a term which may extend to three years or with fine up to five 
hundred thousand rupees or both." 

Clause 16 

For clause 16, the following shall be substituted, namely:­

"16. Tempering etc. of communication equipment.- Whoever 
unlawfully or without authorisation changes, alters, tampers with or re-programs 
unique device identifier of any communication equipment 'including a cellular 
or wireless handset and starts using or marketing such device for transmitting 
and receiving information shall be punished with imprisonment which may 
extend to three years or with fine up to one million rupees or both. 

Explanation.- A "unique device identifier" is an electronic equipment 
identifier which is unique to a mobile wireless communication device." 

Clause 17 

For clause 17, the following shall be substituted, name1y:­

"17. Unauthorised interception.- Whoever intentionally commits 
unauthorised interception by technical means of.­

(a) any transmission that is not intended to be and is not open to the public, from 
or within an information system; or 

(b) electromagnetic emissions from an information system that are carrying 
data, 

shall be punished with imprisonment of either description for a term which may 
extend to two years or with fine up to five hundred thousand rupees or with 
both." 
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(19).	 Clause 18 

For clause 18, the following shall be substituted, namely:­

"18. Offences against dignity of natural person.- (1) Whoever 
intentionally and publicly exhibits or displays or transmits any false 
information, which is likely to harm or intimidate the reputation or privacy of a 
natural person shall be punished with imprisonment for a term which may 
extend to three years or with fine up to one million rupees or with both: 

Provided that nothing under this sub-section (1) shall apply to anything 
aired by a broadcast media or distribution service licensed under the Pakistan 
Electronic Media Regulatory Authority Ordinance, 2002 (XIII of 2002). 

(2) Any aggrieved person or his guardian, where such person is a minor, 
may apply to the Authority for passing of such orders for removal, destruction 
or blocking access to such information referred to in sub-section (1) and the 
Authority, on receipt of such application, may take such measures as deemed 
appropriate for securing, destroying, blocking access or preventing transmission 
of such information." 

(20).	 Clause 19 

For clause 19, the following shall be substituted, namely:­

"19. Offences against modesty of a natural person and minor.- (1) 
Whoever intentionally and publicly exhibits or displays or transmits any 
information which;­

(a) superimposes	 a photograph of the face of a natural person over any 
sexually explicit image; or 

(b) distorts the face of a natural person or includes a photograph or a video of a 
natural person in sexually explicit conduct; or 

(c) intimidates a natural person with any sexual act, 
shall be punished with imprisonment for a term which may extend to seven 

years or with fine up to five million rupees or both. 

(2) Whoever commits an offence under sub-section (2) with respect to a 
minor shall be punished with imprisonment for a term which may extend to ten 
years or with fine up to ten million rupees or with both. 

(3) Any aggrieved person or his guardian, where such person is a minor, 
may apply to the Authority for passing of such orders for removal, destruction 
or blocking access to such information referred to in sub-sections (1) and (2) 
and the Authority on receipt of such application may take such measures as 
deemed appropriate for securing, destroying, blocking access or preventing 
transmission of such information." 
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(2 I). 

(20).
 

(23).
 

Clause 20 

For clause 20, the following shall be substituted, namely:­

"20. Malicious code.- Whoever willfully and without authorization 
writes, offers, makes available, distributes or transmits malicious code through 
an information system or device, with intent to cause harm to any information 
system or data resulting in the corruption, destruction, alteration, suppression, 
theft or loss of the information system or data shall be punished with 
imprisonment for a term which may extend to two years or with fine up to one 
million rupees or with both. 

Explanation.- For the purpose of this section the expression "malicious 
code" includes a computer programme or a hidden function in a programme that 
damages an information system or data or compromises the performance of 
such system or availability of data or uses it without proper authorisation." 

Clause 21 

For clause 21, the following shall be substituted, namely:­

"21. Cyber stalking.- (1) Whoever with the intent to coerce or intimidate 
or harass any person uses information system, information system network, 
internet, website, electronic mail, information or any other similar means of 
communication to.­

(a) communicate obscene, vulgar, contemptuous, or indecent information; or 
(b) make any suggestion or proposal of an obscene nature; or 
(c) threaten to commit any illegal or immoral act; or 
(d) take a picture or photograph	 of any person and displays or distributes it 

without his consent or knowledge in a manner that harms a person; or 
(e) display or distribute information in a manner that substantially increases 

the risk of harm or violence to any person, 
Commits the offence of cyber stalking and shall be punishable with 
imprisonment for a term which may extend to one year or with fine up to one 
million rupees, or with both: 

Provided that if the victim of the cyber stalking under sub-section (1) is a 
minor the punishment may extend to five years or with fine upto ten million 
rupees, or with both. 

(2) Any aggrieved person may apply to the Authority for issuance of 
appropriate orders for removal or destruction of, or blocking access to such 
information as referred to in sub-section (1) and the Authority upon receipt of 
such application may take such measures as deemed appropriate for removal or 
destruction of, or blocking access to, such information." 

Clause 22 

For clause 22, the following shall be substituted, namely:­
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(24). 

(25). 

(26).
 

"22. Spamming.- (1) Whoever with intent transmits hannful, fraudulent, 
misleading, illegal or unsolicited information to any person without the express 
permission of the recipient, or causes any infonnation system to show any such 
information commits the offence of spamming. 

Explanation.- "Unsolicited infonnation" does not include.­

(a) marketing authorized under the law; or 
(b) information which	 has not been specifically unsubscribed by the 

recipient. 

(2) A person engaged in direct marketing shall provide the option to the 
recipient of direct marketing to unsubscribe such marketing. 

(3) Whoever commits the offence of spamming as described in sub-section 
(1) or engages in direct marketing in violation of sub-section (2), for the first 
time, shall be punished with fine not exceeding fifty thousand rupees and for 
every subsequent violation shall be punished with imprisonment for a term 
which may extend to three months or with fine up to one million rupees or with 
both." 

Clause 23 

For clause 23, the following shall be substituted, namely:­

"23. Spoofing.- (1) Whoever dishonestly establishes a website or sends 
any information with a counterfeit source intended to be believed by the 
recipient or visitor of the website, to be an authentic source commits spoofing. 

(2) Whoever commits spoofing shall be punished with imprisonment for a 
term which may extend to three years, or with fine up to five hundred thousand 
rupees or with both." 

Clause 24 

For clause 24, the following shall be substituted, namely:­

"24. Legal recognition of offences committed in relation to 
information system.- (1) Notwithstanding anything contained in any other law 
for the time being in force, an offence under this Act or any other law shall not 
be denied legal recognition and enforcement for the sale reason of such offence 
being committed in relation to, or through the use of an information system. 

(2) References to "property" in any law creating an offence in relation to 
or concerning property, shall include information system and data." 

Clause 25 
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For clause 25, the following shall be substituted, namely:­

"25. Pakistan Penal 'Code, 1860 (Act XLV of 1860) to apply.- The 
provisions of the Pakistan Penal Code, 1860 (XLV of 1860), to the extent not 
inconsistent with anything provided in this Act, shall apply to the offences 
provided in this Act." 

CHAPTER III 

ESTABLISHMENT OF INVESTIGATION AND PROSECUTION AGENCY AND 
PROCEDURAL POWERS FOR INCESTGATION 

(27). Clause 26 

For clause 26, the following shall be substituted, namely:­

"26. Establishment of investigation agency.-(1) The Federal 
Government may establish or designate a law enforcement agency as the 
investigation agency for the purposes of investigation of offences under this 
Act. 

(2) Unless otherwise provided for under this Act, the investigation agency, 
the authorised officer and the Court shall in all matters follow the procedure 
laid down in the Code to the extent that it is not inconsistent with any provision 
of this Act. 

(3) Notwithstanding provisions of any other law, the Federal Government 
shall make rules for appointment and promotion in the investigation agency 
including undertaking of specialized courses in digital forensics, information 
technology, computer science and other related matters for training of the 
officers and staff of the investigation agency." 

(28). Clause 27 

For clause 27, the following shall be substituted, namely:­

"27. Power to investigate.- (1) Only an authorised officer of the 
investigation agency shall have the powers to investigate an offence under this 
Act: 

Provided that the Federal Government or the Provincial Government may, 
as the case may be, constitute one or more joint investigation teams comprising 
of the authorised officer of investigation agency and any other law enforcement 
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agency for investigation of offence under this Act and any other law for the 
time being in force." 

(29).	 Clause 28 

For clause 28, the following shall be substituted, namely:­

"28. Expedited preservation and acquisition of data.- (1) If an 
authroised officer is satisfied that­

(a)	 data stored in any information system or by means of an information 
system, is reasonably required for the purposes of a criminal 
investigation; and 

(b) there is a risk or vulnerability that the data may be modified, lost, 
destroyed or rendered inaccessible, 

the authorised officer may, by written notice given to a person in control 
of the information system, require that person to provide that data or to 
ensure that the data specified in the notice be preserved and the integrity 
thereof is maintained for a period not exceeding ninety days as specified 
in the notice: 

Provided that the authorized officer shall immediately but not later than 
twenty-four hours bring to the notice of the Court, the fact of acquisition 
of such data and the Court on receipt of such information may pass such 
orders as deemed appropriate in the circumstances of the case including 
issuance of warrants for retention of such data or otherwise. 

(2) The period provided in sub-section (1) for preservation of data may be 
extended by the Court if so deemed necessary upon receipt of an application 
from the authorised officer in this behalf." 

(30).	 Clause 29 

For clause 29, the following shall be substituted, namely:­

"29. Retention of traffic data.---(l) A service provider shall, within its 
existing or required teclmical capability, retain its traffic data for a minimum 
period of one year or such period as the Authority may notify from time to time 
and provide that data to the investigation agency or the authorised officer 
whenever so required. 

(2) The service providers shall retain the traffic data under sub section 
(1) by fulfilling all the requirements of data retention and its originality as 
provided under sections 5 and 6 of the Electronic Transaction Ordinance, 2002 
(LI of2002). 
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(3) Any person who contravenes the provisions of this section shall be 
punished with imprisonment for a terril which may extend to six months or 
with fine up to five hundred thousand rupees or with both." 

(31).	 Clause 30 

For clause 30, the following shall be substituted, namely:­

"30. Warrant for search or seizure.-(1) Upon an application by an 
authorised officer that demonstrates to the satisfaction of the Court that there 
exist reasonable grounds to believe that there may.be in a specified place an 
information system, data, device or other articles that­

(a) may	 reasonably be required for the purpose of a criminal 
investigation or criminal proceedings which may be material as 
evidence in proving a specifically identified offence made out 
under this Act; or 

(b) has been acquired by a person as a result of the commission of an 
offence, 

the Court may issue a warrant which shall authorise an officer of the 
investigation agency, with such assistance as may be necessary, to enter 
the specified place and to search the premises and any information system, 
data, device or storage medium relevant to the offence identified in the 
application and access, seize or similarly secure any information system, 
data or other articles relevant to the offence identified in the application. 

(2) In circumstances involving an offence under section 10, under which a 
warrant may be issued, but cannot be obtained without affording opportunity of 
destruction, alteration or loss of data, information system, device or any other 
article required for investigation, the authorized officer, who shall as far as 
practicable be a Gazetted officer of the investigation agency, enter the specified 
place and search the premises and any information system, data, device or 
article relevant to the offence and access, seize or similarly secure any 
information system, data or other articles relevant to the offence: 

Provided that the authorized offlcer shall immediately but not later than 
twenty four hours bring to the notice of the Court, the fact of such search 
or seizure and the Court on receipt of such information may pass such 
orders as deemed appropriate in the circumstances of the case." 

(32).	 Clause 31 

For clause 31, the following shall be substituted, namely:­

"31. Warrant for disclosure of content data.- (1) Upon an application 
by an authroised officer that demonstrates to the satisfaction of the Court that 
there exist reasonable grounds to believe that the content data stored in an 
information system is reason~bly required for the purpose of a criminal 
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investigation or criminal proceedings with respect to an offence made out 
under this Act, the Court may, after recording reasons, order that a person in 
control of the information system or data, to provide such data or access to 
such data to the authorised officer. 

(2) The period of a warrant issued under sub-section (1) may be extended 
beyond seven days if, on an application, a Court authorises an extension for a 
further period of time as may be specified by the Court." 

(33).	 Clause 32 

For clause 32, the following shall be substituted, namely:­

"32. Powers of an authorized officer.- (1) Subject to provisions of this 
Act, an authorised officer shall have the powers to ­

(a) have	 access to and inspect the operation of any specified information 
system; 

(b) use or cause to be used any specified information system to search any 
specified data contained in or available to such system; 

(c) obtain and copy only relevant data,	 use equipment to make copies and 
obtain an intelligible output from an information system; 

(d) have access to or demand any information, code or technology which has 
the capability of retransfonning or unscrambling encrypted data contained 
or available to such information system into readable and comprehensible 
format or plain version; 

(e) require any person by whom or on whose behalf, the	 authorised officer 
has reasonable cause to believe, any infonnation system has been used to 
grant access to any data within an information system within the control of 
such person; 

(f)	 require any person having charge of or otherwise concerned with the 
operation of any information system to provide him reasonable technical 
and other assistance as the authorised officer may require for investigation 
of an offence under this Act; and. 

(g) require any person who	 is in possession of decryption information of an 
information system, device or data under investigation to grant him access 
to such decryption information necessary to decrypt data required for the 
purpose of investigating any such offence. 

Explanation.- Decryption information means information or technology 
that enables a person to readily retransform or unscramble encrypted data from 
its unreadable form and from ciphered data to intelligible data. 
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(2) In exercise of tl1e power of search and seizure of any information 
system, programme or data the authorized officer at all times shall­

(a) act with proportionality; 

(b) take all precautions to maintain integrity	 of the information system and 
data in respect of which a warrant for search or seizure has been issued; 

(c) not disrupt or interfere with the integrity or running and operation of any 
information system or data that is not the subject of the offences identified 
in the application for which a warrant for search or seizure has been 
issued; 

(d) avoid disruption to the continued legitimate business operations and the 
premises subjected to search or seizure under this Act; and 

(e) avoid	 disruption to any information system, programme or data not 
connected with the information system that is not the subject of the 
offences identified in the application for which a warrant has been issued 
or is not necessary for the investigation of the specified offence in respect 
of which a warrant has been issued. 

(3) When seizing or securing any information system or data, the 
authroised officer shall make all efforts to use technical measures while 
maintaining its integrity and chain of custody and shall only seize an 
information system, data, device or articles, in part or in whole, as a last resort, 
for sufficient reasons that do not make it possible under the circumstances to 
use such technical measures or where use of such technical measures by 
themselves would not be sufficient to maintain the integrity and chain of 
custody of the data being seized." 

(34).	 Clause 33 

For clause 33, the folIowing shall be substituted, namely:­

"33. Dealing with seized data.- The Federal Government may prescribe 
rules for search and seizure and dealing with the information system, data or 
other articles searched or seized under this Act." 

(35).	 Clause 34 

For clause 34, the following shall be substituted, namely:­

"34. Power to manage on-line information etc.- (1) The Authority shall 
have power to manage information and issue directions for removal or 
blocking of access of any information through any information system. 
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The Authority may direct any service provider to remove any information or 
block access to such information, if it considers it necessary in the interest of 
the glory of Islam or the integrity, security or defence of Pakistan or any part 
thereof, friendly relations with foreign states, public order, decency or 
morality, or in relation to contempt of court or commission of or incitement to 
an offence under this Act. 

(2) The Authority may prescribe rules for adoption of standards and 
procedure to manage information, block access and entertain complaints. 

(3) Until such procedure and standards are prescribed, the Authority shall 
exercise its powers under this Act or any other law for the time being in force 
in accordance with the directions issued by the Federal Government not 
inconsistent with the provisions of this Act." 

(36). Clause 35 

For clause 35, the following shall be substituted, namely:­

"35. Limitation of liability of service providers.- (l) No service provider 
shall be subject to any civil or criminal liability, unless it is established that the 
service provider had specific actual knowledge and willful intent to proactively 
and positively participate, and not merely through omission or failure to act, 
and thereby facilitated, aided or abetted the use by any person of any 
information system, service, application, online platform or telecommunication 
system maintained, controlled or managed by the service provider in 
connection with a contravention of this Act or rules made thereunder or any 
other law for the time being in force: 

Provided that the burden to prove that a service provider had specific 
actual knowledge, and willful intent to proactively and positively participate in 
any act that gave rise to any civil or criminal liability shall be upon the person 
alleging such facts and no interim or final orders, or directions shall be issued 
with respect to a service provider by any investigation agency or Court unless 
such facts have so been proved and determined: 

Provided further that such allegation and its proof shall clearly identify 
with specificity the content, material or other aspect with respect to which civil 
or criminal liability is claimed including but not limited to unique identifiers 
such as the Account Identification (Account ID), Uniform Resource Locator 
CURL), Top Level Domain (TLD), Internet Protocol Addresses (IP Addresses), 
or other unique identifier and clearly state the statutory provision and basis of 
the claim. 

(2) No service provider shall under any circumstance be liable under this 
Act, rules made thereunder or any other law for maintaining and making 
available the provision of their service in good faith. 
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(3) No service provider shall be subject to any civil or criminal liability as 
a result of informing a subscriber, user or end-users affected by any claim, 
notice or exercise of any power under this Act, rules made thereunder or any 
other law: 

Provided that the service provider, for a period not exceeding fourteen 
days, shall keep confidential and not disclose the existence of any investigation 
or exercise of any power under this Act when a notice to this effect is served 
upon it by an authorised officer, which period of confidentiality may be 
extended beyond fourteen days if, on an application by the authorised officer, 
the Court authorises an extension for a further specified period upon being 
satisfied that reasonable cause for such extension exists. 

(4) No service provider shall be liable under this Act, rules made 
thereunder or any other law for the disclosure of any data or other information 
that the service provider discloses only to the extent of the provisions of this 
Act. 

(5) No service provider shall be under any obligation to proactively 
monitor, make inquiries about material or content hosted, cached, routed, 
relayed, conduit, transmitted or made available by such intermediary or service 
provider." 

(37). Clause 36 

For clause 36, the following shall be substituted, namely:­

"36. Real-time collection and recording of information.-(l) If a Court is 
satisfied on the basis of information furnished by an authorised officer that 
there are reasonable grounds to believe that the content of any information is 
reasonably required for the purposes of a specific criminal investigation, the 
Court may order, with respect to information held by or passing through a 
service provider, to a designated agency as notified under the Investigation for 
Fair Trial Act, 2013 (I of 2013) or any other law for the time being in force 
having capability to collect real tim~ information, to collect or record such 
information in real-time in coordination with the investigation agency for 
provision in the prescribed manner: 

Provided that such real-time collection or recording shall not be ordered 
for a period beyond what is absolutely necessary and in any event for not more 
than seven days. 
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(2) Notwithstanding anything contained in any law to the contrary the 
information so collected under sub-section (1) shall be admissible in evidence. 

(3) The period of real-time collection or recording may be extended 
beyond seven days if, on an application, 
the Comi authorises an extension for a further specified period. 

(4) The Court may also require the designated agency to keep confidential 
the fact of the execution of any power provided for in this section and any 
information relating to it. 

(5) The application under sub-sections (1) and (2) shall in addition to 
substantive grounds and reasons also­

(a) explain why it is believed that the data sought will be available with the 
person in control of an information system; 

(b) identify and explain with specificity the type	 of information likely to be 
found on such information system; 

(c) identify and explain with specificity the identified offence made out under 
this Act in respect of which the warrant is sought; 

(d)	 if authority to seek real-time collection or recording on more than one 
occasion is needed, explain why, and how many further disclosures are 
needed to achieve the purpose for which the warrant is to be issued; 

(e) what	 measures shall be taken to prepare and ensure that the real-time 
collection or recording is carried out whilst maintaining the privacy of 
other users, customers and third parties and without the disclosure of 
information of any person not part of the investigation; 

(f)	 why the investigation may be frustrated or seriously prejudiced unless the 
real time collection or recording is permitted; and 

(g) why	 to achieve the purpose for which the wan-ant is being applied, real 

time collection or recording by the person in control of the information 

system is necessary." 

(38).	 Clause 37 

For clause 37, the following shall be substituted, namely:­

"37. Forensic laboratory.- The Federal Government shall establish or 
designate a forensic laboratory, independent of the investigation agency, to 
provide expert opinion before the Court or for the benefit of the investigation 
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agency in relation to electronic evidence collected for purposes of investigation 
and prosecution of offence~ under this Act." 

CHAPTER IV 
INTERNATIONAL COOPERATION 

(39). Clause 38 

For clause 38, the following shall be substituted, namely:­

"38. International cooperation.-(l) The Federal Government may on 
receipt of request, extend such cooperation to any foreign Government, 24 x 7 
network, any foreign agency or any international organization or agency for the 
purposes of investigations or proceedings concerning offences related to 
information systems, electronic communication or data or for the collection of 
evidence in electronic form relating to an offence or obtaining expeditious 
preservation and disclosure of data by means of an information system or real­
time collection of data associated with specified communications or interception 
of data under this Act. 

(2) The Federal Government may, at its own, forward to a foreign 
Government, 24 x 7 network, any foreign agency or any international agency or 
organization any information obtained from its own investigations if it considers 
that the disclosure of such information might assist the other Government, 
agency or organization etc., as the case may be, in initiating or carrying out 
investigations or proceedings concerning any offence. 

(3) The Federal Government may require the foreign Government, 24 x 7 
network, any foreign agency or any international agency to keep the information 
provided confidential or use it subject to some conditions. 

(4) The Federal Government may send and answer requests for mutual 
assistance, the execution of such requests or their transmission to the authorities 
competent for their execution. 

(5) The Federal Government may refuse to accede to any request made by 
a foreign Government, 24 x 7 network, any foreign agency or any international 
organization or agency if the request 'concerns an offence which may prejudice 
its national interests including its sovereignty, security, public order or an 
ongoing investigation or trial." 

CHAPTER-V 
PROSECUTION AND TRIAL OF OFFENCES 

(40). Clause 39 

For clause 39, the following shall be substituted, namely:­
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(41). 

(42). 

(43). 

"39. Offences to be compoundable and non-cognizable.- (1) All 
offences under this Act, except the offences under sections 10 and 19, and 
abetment thereof, shall be non-cognizable, bailable and compoundable: 

Provided that offences under section 15 shall be cognizable by the 
investigation agency on a written complaint by the Authority. 

(2) Offences under sections 10 and 19 and abetment thereof shall be non­
bailable, non-compoundable and cognizable by the investigation agency." 

Clause 40 

For clause 40, the following shall be substituted, namely:­

"40. Cognizance and trial of offences.- (1) The Federal Government, in 
consultation with the Chief Justice of respective High Court, shall designate 
Presiding Officers of the Courts to try offences under this Act at such places as 
deemed necessary. 

(2) The Federal Government shall, in consultation with the Chief Justice 
of respective High Court, arrange for special training of the presiding of the 
Courts to be conducted by an entity notified by the Federal Govemment for 
training on computer sciences, cyber forensics, electronic transactions and data 
protection. 

(3) Prosecution and trial of an offence under this Act committed by a 
minor shall be conducted under the Juvenile Justice System Ordinance, 2000 
(XXII of2000). 

(4) To the extent not inconsistent with this Act, the procedure laid down 
under the Code and the Qanoon-e-Shahadat Order, 1984 (X of 1984) shall be 
followed. " 

Clause 41 

For clause 41, the following shall be substituted, namely:­

"41. Order for payment of compensation.- The Court may, in addition 
to award of any punishment including fine under this Act, make an order for 
payment of compensation to the victim for any damage or loss caused and the 
compensation so awarded shall be recoverable as arrears of land revenue: 

Provided that the compensation awarded by the Court shall not prejudice 
any right to a civil remedy for the recovery of damages beyond the amount of 
compensation so awarded." 

Clause 42 

For clause 42, the following shall be substituted, namely:­
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(44).
 

(45). 

(46). 

"42. Appointment of amicus curiae and seeking expert opinion.- The 
Court may appoint amicus curiae or seek independent expert opinion on any 
matter connected with a case pending before it." 

Clause 43 

For clause 43, the following shall be substituted, namely:­

"43. Appeal.- An appeal against the final judgment of a Court shall lie 
within thirty days from the date of provision of its certified copy free of cost." 

CHAPTER VI 
PREVENTIVE MEASURES 

Clause 44 

For clause 44, the following shall be substituted, namely:­

"44. Prevention of electronic crimes.- (1) The Federal Government or 
the Authority, as the case may be, may issue guidelines to be followed by the 
owners of the designated information systems or service providers in the interest 
of preventing any offence under this Act. 

(2) Any owner of the information system or service provider who violates 
the guidelines under sub-section (1) shall be guilty of an offence punishable, if 
committed for the first time, with fine upto ten million rupees and upon any 
subsequent conviction shall be punishable with imprisonment which may extend 
to six months or with fine or with both." 

Clause 45 

For clause 45, the following shall be substituted, namely:­

"45. Computer Emergency Response Teams.- (1) The Federal 
Government may constitute one or more Computer Emergency Response Teams 
to respond to any threat against or attack on any critical infrastructure 
information systems or critical infrastructure data, or widespread attack on 
information systems in Pakistan. 

(2) A Computer Emergency Response Team constituted under sub-section 
(1) may comprise of technical experts of known expertise, officers of any 
intelligence agency or any sub-set thereof. 

(3) A Computer Emergency Response Team shall respond to a threat or 
attack without causing any undue hindrance or inconvenience to the use and 
access of the information system or data as may be prescribed." 
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CHAPTER VII 
MISCELLANEOUS 

(47).	 Clause 46 

For clause 46, the following shall be substituted, namely:­

"46. Relation of the Act with other laws.- (l) The provisions of this Act 
shall have effect not in derogation of the Pakistan Penal Code, 1860 (Act XLV 
of 1860), the Code of Criminal Procedure, 1898 (Act V of 1898) and the 
Qanoon-e-Shahadat Order, 1984 (X of 1984), Protection of Pakistan Act, 2014 
(X of2014) and Investigation for Fair Trial Act, 2013 (Iof2013). 

(2) Subject to sub-section (1), the provisions of this Act shall have effect 
notwithstanding anything to the contrary contained in any other law on the 
subject for the time being in force." 

(48).	 Clause 47 

For clause 47, the following shall be substituted, namely:­

"47. Power to make rules.- (1) The Federal Government may, by 
notification in the official Gazette, make rules for carrying out purposes of this 
Act. 

(2) Without prejudice to the generality of the foregoing powers, such rules 
may specify.­

(a) qualifications and trainings	 of the officers and staff of the investigation 
agency and prosecutors; 

(b) powers,	 functions and responsibilities of the investigation agency, its 
officers and prosecutors; 

(c) standard operating procedures of the investigation agency; 

(d) mode and	 manner in which record of investigation under this Act 
may be maintained; 

(e)	 manner to deal with the seized data, information system, device or other 
articles; 

(f)	 working ofjoint investigation teams; 

(g) requirements for seeking permission of the Authority to change, alter or 
re-program unique device identifier of any communication equipment by 
any person for research or any other legitimate purpose; 

24. 



(49). 

(50). 

(2) 

(h) procedure for seeking .appropriate orders	 of the Authority for removal, 
destruction or blocking access to information under this Act; 

(i)	 constitution of Computer Emergency Response Team and the standard 
operating procedure to be adopted by such team; 

G)	 appointment of designated agency having capability to collect real time 
information; 

(k) manner	 of coordination between the investigatiQn agency and other law 
enforcement and intelligence agencies including designated agency; 

(1)	 for management and oversight of the forensic laboratory; 

(m)qualifications and trainings of the officers, experts and staff of the forensic 
laboratory; 

(n) powers,	 functions and responsibilities of the forensic laboratory, its 
officers, experts and staff; 

(0) standard operating procedures	 of the forensic laboratory to interact with. 
the investigation agency; 

(p) manner of soliciting and extending international cooperation, and 

(q) matters connected or ancillary thereto." 

Clause 48 

For clause 48, the following shall be substituted, namely:­

"48. Removal of difficulties.- If any difficulty arises in giving effect to 
the provisions of this Act, the Federal Government may, within two years of 
commencement of this Act by order published in the official Gazette, make 
such provisions not inconsistent with the provisions of this Act as may appear 
to be necessary for removing the difficlllty." 

Clause 49 

For clause 49, the following shall be substituted, namely:­

"49. Amendment of Electronic Transactions Ordinance, 2002 (LI of 2002) 
and pending proceedings:_ (1) Sections 36 and 37 of the Electronic Transactions 
Ordinance, 2002 (LI of 2002) are omitted. 

Any action taken by or with the approval of the authority or proceedings pending under the 
provisions of the Electronic Transactions Ordinance, 2002 (LI of 2002) omitted by sub­
section (1), shall continue and be so d~emed to have been taken or initiated under this Act." 
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(51 ). Clause 50 

For clause 50, the following shall be substituted, namely:­

"50. Savings of powers._ Nothing in this Act shall affect, limit or prejudice the 
.. duly authorized and lawful powers and functions of the institutions controlled by the 
Governments performed in good faith." 

(52). Clause 51 

Clause 51, shall be omitted. 

(53). SCHEDULE 

SCHEDULE, shall be omitted 
4. The Bill as reported by the Standing Committee is at Annex II AU. The Bill as 
introduced in the National Assembly is at Amlex-B. The Note of Dissent submitted by 
Shazia Marri, MNA is at Annex-C. 

Sd/- Sd/­

(Mohammad Riaz) (Capt. (Retd.) Muhammad Safdar)
 
Secretary Chairman
 

Islamabad, the 19th November, 2015 
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Annex-A 

JAS REPORTED BY THE STANDING COMMITTEEl 

A 

BILL 

to make provisions for prevention ofelectronic crimes 

WHEREAS it is expedient to prevent unauthorized acts with respect to information systems, and 
provide for related offences as well as mechanisms for their investigation, prosecution, trial and international 
cooperation with respect thereof and for matters connected therewith or ancillarx thereto: 

It is hereby enacted as follows:­

CHAPTER I
 

PRELIMINARY
 

1. Short title, extent, application and commencement.- (l) This Act may be called the Prevention of 
Electronic Crimes Act, 2015. 

(2) It extends to the whole of Pakistan. 

(3) It shall apply to every citizen of Pakistan wherever he may be and also to every other person for the 
time being in Pakistan. 

(4) It shall come into force at once. 

2. Definitions.- (1) In this Act, unless there is anything repugnant in the subjeGt or context, 

(a) "act" includes 

(i)	 a series of acts or omissions contrary to the provisions of this Act; or 

(ii) causing an	 act to be done by a person either directly or through an automated infonnation 
system or automated mechanism or self-executing, adaptive or autonomous device and whether 
having temporary or permanent impact; 

(b) "access to data" means gaining control or ability to read, use, copy, modify or delete any data held in 
or generated by any device or information system; ­

(c)	 "access to information system" means gaining control or ability to use any part or whole of an 
information system whether or not through infringing any security measure; 

(d)	 "Authority" means the Pakistan Telecommunication Authority established under Pakistan 
Telecommunication (Re-organization) Act, 1996 (XVII of 1996); 

(e)	 "authorisation" means authorisation by law or the person empowered to make such authorisation 
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under the law: 

Provided that where an information system or data is available for open access by the general public, 
access to or transmission of such information system or data shall be deemed to be authorized for the 
purposes of this Act; 

(f) "authorised officer"	 means an officer authorised by the investigation agency to perform any 
function on behalf of the investigation agency under this Act; 

(g) "Code" means the Code of Criminal Procedure, 1898 (V of 1898); 

(h) "content data"	 means any representation of fact, information or concept for processing in an 
information system including source code or a programme suitable to cause an information system 
to perform a tunction; 

(i) "COUIt" means the Court of competent jurisdiction designated under this Act; 

U) "critical infrastructure" includes­
(i) the infrastructure	 so vital to the State or other organs under the Constitution such that its 

incapacitation disrupts or adversely affects the national security, economy, public order, 
supplies, services, health, safety or matters incidental or related thereto; or 

(ii) any other private	 or Government infrastructure so designated by the Government as critical 
infrastructure as may be prescribed under this Act; 

(k) "critical infrastructure information system or data" means an information system, programme or data 
that supports or performs a function with respect to a critical infrastructure; 

(1)	 "damage to an information system" means any unauthorised change in the ordinary working of an 
information system that impairs its performance, access, output or change in location whether 
temporary or permanent and with or without causing any change in the system; 

,em) "data" includes content data and traffic data; 

(n) "data damage" means alteration, deletion, deterioration, erasure,	 relocation, suppression of data or 
making data temporarily or permanently unavailable; 

(0) "device" incl udes­

(i) physical device or article; 

(ii) any electronic or virtual tool that is not in physical form; 

(iii) a password, access code or similar data,	 in electronic or other form, by which the whole or any 
part of an information system is capable of being accessed; or 

(iv)automated, self-executing, adaptive or autonomous devices, programmes or information 

2 



systems; 

(p) "electronic"	 includes electrical, digital, magnetic, optical, biometric, electrochemical, 
electromechanical, wireless or electromagnetic technology; 

(q) "identity information" means an information which may authenticate or identify an individual or an 
information system and enable access to any data or information system; 

(r)	 "information" includes text, message, data, voice, sound, database, video, signals, software, 
computer programmes, any form of intelligence as defined under the Pakistan Telecommunication 
(Re~organization) Act, 1996 (XVII of 1996) and codes including object code and source code; 

(s) "information system"	 means an electronic system for creating, generating, sending, receiving, 

storing, reproducing, displaying, recording or processing any information; 

(t) "integrity"	 means, in relation to an electronic document, electronic signature or advanced electronic 
signature, the electronic document, electronic signature or advanced electronic signature that has not 
been tampered with, altered or modified since a particular point in time; 

(u) "interference with information system or data" means and includes an unauthorised act in relation to 
an information system or data that may disturb its normal working or form with or without causing 
any actual damage to such system or data; 

(v) "investigation agency" means the law enforcement agency established	 by or designated under this 
Act; 

(w)"minor" means, notwithstanding anything contained in any other law~ any person who has not 
completed the age of eighteen years. 

(x) "offence" means an offence punishable under this Act except when committed by a person under ten 
years of age or by a person above ten years of age and under thirteen, who has not attained 
sufficient maturity of understanding to judge the nature and consequences of his conduct on that 
occasion.; 

(y) "rules" means rules made under this Act; 

(z) "seize" with respect to an information system or data includes taking possession of such system or 
data or making and retaining a copy of the data; 

(aa) "service provider" includes a person who­

(i)	 acts as a service provider in relation to sending, receiving, storing, processing or distribution of 
any electronic communication or the provision of other services in relation to electronic 
communication through an information system; 

(ii) owns, possesses, operates, manages or controls a public switched network or provides 
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telecommunication services; 

(iii) processes or stores data on behalf of such electronic communication service or users of such 
service; or 

(iv)provides premises from where or facilities through which the public in general may access the 
internet against payment of charges for the same; 

(bb) "subscriber information" means any information held in any form by a service provider relating to 
a subscriber other than traffic data; 

(cc)	 "traffic data" includes data relating to a communication indicating its origin, destination, route, 
time, size, duration or type of service; 

.' 

(dd)"unauthorised access" means access to such information system or data which is not available for 
access by general public, without authorisation or in violation of the terms and conditions of the 
authorisation; 

(ee) "unauthorised interception" shall mean in relation to an information system or data, any 
interception without authorisation; 

(2) Unless context provides otherwise, any other expressions used in this Act or rules made thereunder 
but not detined in this Act, shaH have meanings assigned to the expressions in the Pakistan Penal Code, 
1860 (XLV of 1860), the Code of Criminal Procedure, 1898 (V of 1898) and the Qanoon-e-Shahadat 
Order, 1984 (X of 1984), as the case may be. 

CHAPTER II
 
OFFENCES AND PUNISHMENTS
 

.3.	 Unauthorised access to information system or data.- Whoever intentionally gains unauthorised 
access to any information system or data shall be punished with imprisonment for a term which may extend to 
three months or with tine up to fifty thousand rupees or with both. 

4. Unauthorised copying or transmission of data.- Whoever intentionally and without authorisation 
copies or otherwise transmits or causes to be transmitted any data shall be punished with imprisonment for a 
term which may extend to six months, or with fine up to one hundred thousand rupees or with both. 

5. Interference with information system or data.- Whoever intentionally interferes with or damages 
or causes to be interfered with or damages any part or whole of an information system or data shall be punished 
with imprisonment which may extend to two years or with fine up to five hundred thousand rupees or with both. 

6. Unauthorised access to critical infrastructure information system or data.- Whoever 
intentionally gains unauthorised access to any critical infrastructure information system or data shall be 
punished with imprisonment which may extend to three years or with fine up to one million rupees or with both. 

7. Unauthorised copying or transmission of critical infrastructure data.- Whoever intentionally and 
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without authorisation copies or otherwise transmits or causes to be transmitted any critical infrastructure data 
shall be punished with imprisonment for a term which may extend to five years, or with fine up to five million 
rupees or with both. 

8. Interference with critical infrastructure information system or data.- Whoever intentionally 
interferes with or damages, or causes to be interfered with or damaged, any part or whole of a critical 
information system, or data, shall be punished with imprisonment which may extend to seven years or with 
fine up to ten million rupees or with both. 

9. Glorification of an offence and hate speech. Whoever prepares or disseminates information, 
through any information system or device, where the commission or threat is with the intent to­

(a) glorify	 an offence or the person accused or convicted of a crime and support terrorism or activities of 
proscribed organizations; and 

(b) advance religious, ethnic or sectarian hatred 

shall be punished with imprisonment for a term which may extend to five years or with fine up to ten million rupees or 
with both. 

Explanation- "Glorification" includes depiction of any form of praise or celebration In a desirable 
manner. 

10. Cyber terrorism. -Whoever commits or threatens to commit any of the offences under sections 6, 
7, 8 or 9, where the commission or threat is with the intent to­

(a) coerce, intimidate, overawe or create a sense of fear, panic or insecurity in the Government or the 
public or a section of the public or community or sect or create a sense of fear or insecurity in 
society; or 

(b) advance religious, ethnic or sectarian discord, 

shall be punished with imprisonment of either description for a term which may extend to fourteen years or with 
fine up to fifty million rupees or with both. 

11. Electronic forgery.- (1) Whoever, interferes with or uses any information system, device or data, 
with the intent to cause damage or injury to the public or to any- person, or to make any illegal claim or title or 
to cause any person to part with property or to enter into any express or implied contract, or with intent to 
commit fraud by any input, alteration, deletion, or suppression of data, resulting in unauthentic data with the 
intent that it be considered or acted upon for legal purposes as if it were authentic, regardless of the fact that the 
data is directly readable and intelligible or not, shaH be punished with imprisonment of either description for a 
term which may extend to three years, or with fine up to two hundred and fifty thousand rupees or with both. 

(2) Whoever commits offence under sub-section (1) in relation to a critical infrastructure information 
system or data shall be punished with imprisonment for a term which may extend to seven years or with fine up 
to five million rupees or with both. 
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12. Electronic fraud- Whoever with the intent for wrongful gain interferes with or uses any information 
system, device or data or induces any person to enter into a relationship or deceives any person, which act or 
omission is likely to cause damage or harm to that person or any other person shall be punished with 
imprisonment for a term which may extend to two years or with fine up to ten million rupees, or with both. 

13. Making, obtaining, or supplying device for use in offence.- Whoever produces, makes, generates, 
adapts, expOlis, supplies, offers to supply or imports for use any information system, data or device, primarily 
with the intent to be used or believing that it is primarily to be used to commit or to assist in the commission of 
an offence under this Act shall, without prejudice to any other liability that he may incur in this behalf, be 
punished with imprisonment for a term which may extend to six months or with fine up to fifty thousand rupees 
or with both. 

14. Unauthorised use of identity information.-(l) Whoever obtains, sells, possesses, transmits or uses 
another person's identity information without authorisation shall be punished with imprisonment for a term 
which may extend to three years or with fine up to five million rupees, or with both. 

(2) Any person whose identity information is obtained, sold, possessed, used or transmitted may apply 
to the Authority for securing, destroying, blocking access or preventing transmission of identity information 
referred to in sub-section (l) and the Authority on receipt of such application may take such measures as 
deemed appropriate for securing, destroying or preventing transmission of such identity information. 

15. Unauthroised issuance of S1M cards, etc.- Whoever sells or otherwise provides subscriber identity 
module (81M) card, re-usable identification module (R-IUM) or other portable memory chip designed to be 
used in cellular mobile or wireless phone for transm itting information without obtaining and verification of the 
subscriber's antecedents in the mode and manner for the time being approved by the Authority shall be 
punished with imprisonment for a term which may extend to three years or with fine up to five hundred 
thousand rupees or both. 

16. Tempering etc. of communication equipment.- Whoever unlawfully or without authorisation 
changes, alters, tampers with or re-programs unique device identifier of any communication equipment 
including a cellular or wireless handset and starts using or marketing such device for transmitting and receiving 
information shall be punished with imprisonment which may extend to three years or with fine up to one 
million rupees or both. 

Explanation- A "unique device identifier" is an electronic equipment identifier which is unique to a mobile 
wireless communication device. 

17. Unauthorised interceptiol1.- Whoever intentionally commits unauthorised interception by technical 
means of­

(a) any transmission that is	 not intended to be and is not open to the public, from or within an 
information system; or 

(b) electromagnetic emissions from an information system that are carrying data, 

shall be punished with imprisonment of either description for a term which may extend to two years or with fine 
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up to five hundred thousand rupees or with both. 

18. Offences against dignity of natural person.- (1) Whoever intentionally and publicly exhibits or 
displays or transmits any false information, which is likely to harm or intimidate the reputation or privacy of a 
natural person, shall be punished with imprisonment for a term which may extend to three years or with fine up 
to one million rupees or with both: 

Provided that nothing under this sub-section (1) shall apply to anything aired by a broadcast media or 
distribution service licensed under the Pakistan Electronic Media Regulatory Authority Ordinance, 2002 (XIII 
of 2002). 

(2) Any aggrieved person or his guardian, where such person is a minor, may apply to the Authority for 
passing of such orders for removal, destruction or blocking access to such information referred to in sub-section 
(1) and the Authority, on receipt of such application, may take such measures as deemed appropriate for 
securing, destroying, blocking access or preventing transmission of such information. 

19. Offences against modesty of a natural person and minor.- (1) Whoever intentionally and publicly 
exhibils or displays or transmits any information which­

(a) superimposes a photograph ofthe face of a natural person over any sexually explicit image; or 
(b) distorts the face of a natural person or includes a photograph or a video of a natural person in 

sexually explicit conduct; or 
(c) intimidates a natural person with any sexual act, 

shall be punished with imprisonment for a term which may extend to seven years or with fine up to five million 
rupees or both. 

(2) Whoever commits an offence under sub-section (2) with respect to a minor shall be punished with 
imprisonment tor a term which may extend to ten years or with fine up to ten mitlion rupees or with both. 

(3) Any aggrieved person or his guardian, where such person is a minor, may apply to the Authority for 
passing of such orders for removal, destruction or blocking access to such information referred to in sub­
sections (1) and (2) and the Authority on receipt of such application may take such measures as deemed 
appropriate for securing, destroying, blocking access or preventing transmission of such information. 

20. Malicious code.- Whoever willfully and without authorization writes, offers, makes available, 
distributes or transmits malicious code through an information system or device, with intent to cause harm to 
any information system or data resulting in the corruption, destruction, alteration, suppression, theft or loss of 
the information system or data shall be punished with imprisonment for a term which may extend to two years 

.or with fine up to one million rupees or with both. 

Explallation.- For the purpose of this section the expression "malicious code" includes a computer 
programme or a hidden function in a programme that damages an information system or data or compromises 
the performance of such system or availability of data or uses it without proper authorisation. 

21. Cyber stalking.- (1) Whoever with the intent to coerce or intimidate or harass any person uses 
information system, information system network, internet, website, electronic mail, information or any other 
similar means of communication to­
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(a) communicate obscene, vulgar, contemptuous, or indecent information; or 
(b) make any suggestion or proposal of an obscene nature; or 
(c) threaten to commit any illegal or immoral act; or 
(d) take a picture or photograph of any person and displays or distributes it without his consent or 

knowledge in a manner that harms a person; or 
(e) display or distribute information in a manner that substantially increases the risk of harm or 

violence to any person, 

commits the offence of cyber stalking and shall be punishable with imprisonment for a term which may extend 
to one year or with fine up to one million rupees, or with both: 

Provided that if the victim of the cyber stalking under sub-section (1) is a minor the punishment may 
extend to five years or with fine upto ten million rupees, or with both. 

(2) Any aggrieved person may apply to the Authority for issuance of appropriate orders for removal or 
destruction of, or blocking access to such information as referred to in sub-section (1) and the Authority upon 
receipt of such application may take such measures as deemed appropriate for removal or destruction of, or 
blocking access to, such information. 

22. Spamming.- (1) Whoever with intent transmits harmful, fraudulent, misleading, illegal or 
unsolicited information to any person without the express permission of the recipient, or causes any information 
system to show any such information commits the offence of spamming. 

Explanation.- "Unsolicited information" does not include­
i. Marketing authorized under the law; or 
ii. Information which has not been specifically unsubscribed by the recipient. 

(2) A person engaged in direct marketing shall provide the option to the recipient of direct marketing to 
unsubscribe such marketing. 

(3) Whoever commits the offence of spamming as described in sub-section (1) or engages in direct 
marketing in violation of sub-section (2), for the first time, shall be punished with fine not exceeding fifty 
thousand rupees and for every subsequent violation shall be punished with imprisonment for a term which may 
extend to three months or with fine up to one million rupees or with both. 

23. Spoofing.- (1) Whoever dishonestly establishes a website or sends any information with a 
counterfeit source intended to be believed by the recipient or visitor of the website, to be an authentic source 
commits spoofing. 

(2) Whoever commits spoofing shall be punished with imprisonment for a term which may extend to 
three years, or with fine up to five hundred thousand rupees or with both. 

24. Legal recognition of offences committed in relation to information system.- (1) Notwithstanding 
anything contained in any other law for the time being in force, an offence under this Act or any other law shall 
not be denied legal recognition and enforcement for the sole reason of such offence being committed in 
relation to, or through the use of an information system. 

(2) References to "property"	 in any law creating an offence in relation to or concerning property, shall 
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include information system and data. 

25. Pakistan Penal Code, 1860 (Act XLV of 1860) to apply.- The provisions of the Pakistan Penal 
Code, 1860 (XLV of 1860), to the extent not inconsistent with anything provided in this Act, shall apply to the 
offences provided in this Act. 

CHAPTER III
 
ESTABLISHMENT OF INVESTIGATION AND PROSECUTION AGENCY AND PROCEDURAL
 

POWERS FOR INVESTGATION
 

26. Establishment of investigation agency.-(1) The Federal Government may establish or designate a 
law enforcement agency as the investigation agency for the purposes of investigation of offences under this Act. 

(2) Unless otherwise provided for under this Act, the investigation agency, the authorised officer and the 
Court shall in all matters follow the procedure laid down in the Code to the extent that it is not inconsistent with 
any provision of this Act. 

(3) Notwithstanding prOVisions of any other law, the Federal Government shall make rules for 
appointment and promotion in the investigation agency including undertaking of specialized courses in digital 
forensics, information technology, computer science and other related matters for training of the officers and 
staff ofthe investigation agency. 

27. Power to investigate.- (1) Only an authorised officer of the investigation agency shall have the 
powers to investigate an offence under this Act: 

Provided that the Federal Government or the Provincial Government may, as the case may be, constitute 
one or more joint investigation teams comprising of the authorised officer of investigation agency and any other 
law enforcement agency for investigation of offence under this Act and any other law for the time being in 
force. 

28. Expedited preservation and acquisition of data.- (1) If an authroised officer is satisfied that­

(a) data stored in any information system	 or by means of an information system, is reasonably 
required for the purposes of a criminal investigation; and 

(b) there	 is a risk or vulnerability that the data may be modified, lost, destroyed or rendered 
inaccessible, . 

the authorised officer may, by written notice given to a person in control of the information system, require that 
person to provide that data or to ensure that the data specified in the notice be preserved and the integrity 
thereofis maintained for a period not exceeding ninety days as specified in the notice: 

Provided that the authorized officer shall immediately but not later than twenty-four hours bring to the 
notice of the Court, the fact of acquisition of such data and the Court on receipt of such information may pass 
such orders as deemed appropriate in the circumstances of the case including issuance of warrants for retention 
of such data or otherwise. 

(2) The period provided in sub-section (1) for preservation of data may be extended by the Court if so 
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deemed necessary upon receipt of an application from the authorised officer in this behalf. 

29. Retention of traffic data.---(l) A service provider shall, within its existing or required technical 
capability, retain its traffic data for a minimum period of one year or such period as the Authority may notify 
from time to time and provide that data to the investigation agency or the authorised officer whenever so 
required. 

(2) The service providers shalI retain the traffic data under sub section (1) by fulfilling all the 
requirements of data retention and its originality as provided under sections 5 and 6 of the Electronic 
Transaction Ordinance, 2002 (LI of2002). 

(3) Any person who contravenes the provisions of this section shall be punished with imprisonment 
for a term which may extend to six months or with fine up to five hundred thousand rupees or with both. 

30. Warrant for search or seizure.-(1) Upon an application by an authorised officer that demonstrates 
to the satisfaction of the Court that there exist reasonable grounds to believe that there may be in a specified 
place an information system, data, device or other articles that­

(a) may reasonably be required for the purpose	 of a criminal investigation or criminal proceedings 
which may be material as evidence in proving a specifically identified offence made out under this 
Act; or 

(b) has been acquired by a person as a result of the commission of an offence, 

the Court may issue a warrant which shall authorise an officer of the investigation agency, with such assistance 
as may be necessary, to enter the specified place and to search the premises and any information system, data, 
device or storage medium relevant to the offence identified in the application and access, seize or similarly 
secure any information system, data or other articles relevant to the offence identified in the application. 

(2) In circumstances involving an offence under section 10, under which a warrant may be issued, but 
cannot be obtained without affording opportunity of destruction, alteration or loss of data, information system, 
device. or any other article required for investigation, the authorized officer who shall as far as practicable be a 
Gazetted officer of the investigation agency, enter the specified place and search the premises and any 
information system, data, device or article relevant to the offence and access, seize or similarly secure any 
information system, data or other articles relevant to the offence: 

Provided that the authorized officer shall immediately but not later than twenty four hours bring to the 
notice of the Court, the fact of such search or seizure and the court on receipt of such information may pass 
such orders as deemed appropriate in the circumstances of the case. 

31. Warrant for disclosure of content data.- (l) Upon an application by an authroised officer that 
demonstrates to the satisfaction of the Court that there exist reasonable grounds to believe that the content data 
stored in an information system is reasonably required for the purpose of a criminal investigation or criminal 
proceedings with respect to an offence made out under this Act, the Court may, after recording reasons, order 
that a person in control of the information system or data, to provide such data or access to such data to the 
authorised officer. 
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(2) The period of a warrant issued under sub-section (I) may be extended beyond seven days if, on an 
application, a Court authorises an extension for a further period of time as may be specified by the Court. 

32. Powers of an authorized officer.- (I) Subject to provisions of this Act, an authorised officer shall 
have the powers to ­

(a) have access to and inspect the operation of any specified information system; 

(b)	 use or cause to be used any specified information system to search an)' specified data contained in or 
available to such system; 

(c)	 obtain and copy only relevant data, use equipment to make copies and obtain an intelligible output from 
an information system; 

(d) have	 access to or demand any information, code or technology which has the capability of 
retransforming or unscrambling encrypted data contained or available to such information system into 
readable and comprehensible format or plain version; 

(e) require any person by whom or on whose behalf, the authorised officer has reasonable cause to believe, 
any intormation system has been used to grant access to any data within an information system within 
the control of such person; 

(f)	 require any person having charge of or otherwise concerned with the operation of any information 
system to provide him reasonable technical and other assistance as the authorised officer may require for 
investigation of an offence under this Act; and 

(g) require any person who	 is in possession of decryption information of an information system, device or 
data under investigation to grant him access to such decryption information necessary to decrypt data 
required for the purpose of investigating any such offence: 

Explanation.- Decryption information means information or technology that enables a person to readily 
retransform or unscramble encrypted data from its unreadable form and from ciphered data to intelligible data. 

(2) In exercise of the power of search and seizure of any information system, programme or data the 
-authorized officer at all times shall­

(a) act with proportionality; 

(b) take all precautions to maintain integrity	 of the information system and data in respect of which a 
warrant for search or seizure has been issued; 

(c) not disrupt or interfere with the integrity or running and operation of any information system or data 
that is not the subject of the offences identified in the application for which a warrant for search or 
seizure has been issued; 
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(d) avoid disruption to the continued legitimate business operations and the premises subjected to search 
or seizure under this Act; and 

(e) avoid disruption to any information system, programme or data not connected with the infonnation 
system that is not the subject of the offences identified in the application for which a warrant has 
been issued or is not necessary for the investigation of the specified offence in respect of which a 
warrant has been issued. 

(3) When seizing or securing any information system or data, the authroised officer shall make all 
efforts to use technical measures while maintaining its integrity and chain of custody and shall only seize an 
information system, data, device or articles, in part or in whole, as a last resort, for sufficient reasons that do 
not make it possible under the circumstances to use such technical measures or where use of such technical 
measures by themselves would not be sufficient to maintain the integrity and chain of custody of the data being 
seized. 

33. Dealing with seized data.- The Federal Government may prescribe rules for search and seizure and 
dealing with the information system, data or other articles searched or seized under this Act. 

34. Power to manage on-line information etc.- (1) The Authority shall have power to manage 
information and issue directions for removal or blocking of access of any information through any information 
system. 
The Authority may direct any service provider to remove any information or block access to such information, 
if it considers it necessary in the interest of the glory ofIslam or the integrity, security or defence of Pakistan or 
any part thereof, friendly relations with foreign states, public order, decency or morality, or in relation to 
contempt of court or commission of or incitement to an offence under this Act. 

(2) The Authority may prescribe rules for adoption of standards and procedure to manage information, 
block access and entertain complaints. 

(3) Until such procedure and standards are prescribed, the Authority shall exercise its powers under this 
Act or any other Jaw for the time being in force in accordance with the directions issued by the Federal 
Government not inconsistent with the provisions ofthis Act. 

35. Limitation of liability of service providers.- (1) No service provider shall be subject to any civil or 
criminal liability, unless it is established that the service provider had specific actual knowledge and willful 
intent to proactively and positively participate, and not merely through omission or failure to act, and thereby 
facilitated, aided or abetted the use by any person of any infonnation system, service, application, online 
platform or telecommunication system maintained, controlled or managed by the service provider in connection 
with a contravention of this Act or rules made thereunder or any other law for the time being in force: 

Provided that the burden to prove that a service provider had specific actual knowledge, and willful 
intent to proactively and positively participate in any act that gave rise to any civil or criminal liability shall be 
upon the person alleging such facts and no interim or final orders, or directions shall be issued with respect to a 
service provider by any investigation agency or Court unless such facts have so been proved and determined: 
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Provided further that such allegation and its proof shall clearly identify with specificity the content, 
material or other aspect with respect to which civil or criminal liability is claimed including but not limited to 
unique identifiers such as the Account Identification (Account ID), Uniform Resource Locator (URL), Top 
Level Domain (TLD), Internet Protocol Addresses (IP Addresses), or other unique identifier and clearly state 
the statutory provision and basis of the claim. 

(2) No service provider shall under any circumstance be liable under this Act, rules made thereunder or 
any other law for maintaining and making available the provision of their service in good faith. 

(3) No service provider shall be subject to any civil or criminal liability as a result of informing a 
subscriber, user or end-users affected by any claim, notice or exercise of any'power under this Act, rules made 
thereunder or any other law: 

Provided that the service provider, for a period not exceeding fourteen days, shall keep confidential and 
not disclose the existence of any investigation or exercise of any power under this Act when a notice to this 
effect is served upon it by an authorised officer, which period of confidentiality may be extended beyond 
fourteen days if, on an application by the authorised officer, the Court authorises an extension for a further 
specified period upon being satisfied that reasonable cause for such extension exists. 

(4) No service provider shall be liable under this Act, rules made thereunder or any other law for the 
disclosure of any data or other information that the service provider discloses only to the extent of the 
provisions ofthis Act. 

(5) No service provider shall be under any obligation to proactively monitor, make inquiries about 
material or content hosted, cached, routed, relayed, conduit, transmitted or made available by such intermediary 
or service provider. 

36. Real-time collectio~ and recording of information.-(l) If a Court is satisfied on the basis of 
information furnished by an authorised officer that there are reasonable grounds to believe that the content of 
any information is reasonably required for the purposes of a specific criminal investigation, the Court may 
order, with respect to information held by or passing through a service provider, to a designated agency as 
notified under the Investigation for Fair Trial Act, 2013 (I of 20 13) or any other law for the time being in force 
having capability to collect real time information, to collect or record such information. in real-time in 
coordination with the investigation agency for provision in the prescribed manner: 

Provided that such real-time collection or recording sh~ll not be ordered for a period beyond what is 
absolutely necessary and in any event for not more than seven days. 

(2) Notwithstanding anything contained in any law to the contrary the information so collected under 
sub-section (1) shall be admissible in evidence. 

(3) The period of real-time collection or recording may be extended beyond seven days if, on an 
application, . 
the Court authorises an extension for a further specified period. 

(4) The Court may also require the designated agency to keep confidential the fact of the execution of 
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any power provided for in this section and any information relating to it. 

(5) The application under sub-sections (1) and (2) shall in addition to substantive grounds and reasons 
also­

(a) explain why	 it is believed that the data sought will be available with the person in control of an 
information system; 

(b) identifY and explain with specificity the type of information likely to be found on such information 
system; 

(c) identify and explain with specificity the identified offence	 made out under this Act in respect of 
which the warrant is sought; 

(d)	 if authority to seek real-time collection or recording on more than one occasion is needed, explain 
why, and how many further disclosures are needed to achieve the purpose for which the warrant 
is to be issued; 

(e) what measures shall be taken to prepare and ensure that the real-time collection or recording	 is 
carried out whi lst maintaining the privacy of other users, customers and third parties and without 
the disclosure of information of any person not part of the investigation; 

(f)	 why the investigation may be frustrated or seriously prejudiced unless the real time collection or 
recording is permitted; and 

(g) why to	 achieve the purpose for which the warrant is being applied, real time collection or 
recording by the person in control of the information system is necessary. 

37. Forensic laboratory.- The Federal Government shall establish or designate a forensic laboratory, 
independent of the investigation agency, to provide expert opinion before the Court or for the benefit of the 
investigation agency in relation to electronic evidence collected for purposes of investigation and prosecution of 
offences under this Act. 

CHAPTER IV
 
INTERNATIONAL COOPERATION
 

38. International cooperation.-(l) The Federal Government may on receipt of request, extend such 
cooperation to any foreign Government, 24 x 7 network, any foreign agency or any international organization or 
agency for the purposes of investigations or proceedings concerning offences related to information systems, 
electronic communication or data or for the collection of evidence in electronic form relating to an offence or 
obtaining expeditious preservation and disclosure of data by means of an information system or real-time 
collection of data associated with specified communications or interception of data under this Act. 

(2) The Federal Government may, at its own, forward to a foreign Government, 24 x 7 network, any 
foreign agency or any international agency or organization any information obtained from its own 
investigations if it considers that the disclosure of such information might assist the other Government, agency 
or organization etc., as the case may be, in initiating or carrying out investigations or proceedings concerning 
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any offence. 

(3) The Federal Government may require the foreign Government, 24 x 7 network, any foreign agency 
or any international agency to keep the information provided confidential or use it subject to some conditions. 

(4) The Federal Government may send and answer requests for mutual assistance, the execution of such 
reque:,ts or their transmission to the authorities competent for their execution. 

(5) The Federal Government may refuse to accede to any request made by a foreign Government, 24 x 7 
network, any foreign agency or any international organization or agency if the request concerns an offence 
which may prejudice its national interests including its sovereignty, security, public order or an ongoing 
investigation or trial. 

CHAPTER-V
 
PROSECUTION AND TRIAL OF OFFENCES
 

39. Offences to be compoundable and non-cognizable.- (1) All offences under this Act, except the 
offences under sections 10 and 19 and abetment thereof, shall be non-cognizable, bailable and compoundable: 

Provided that offences under section 15 of this Act shall be cognizable by the investigation agency on a 
written complaint by the Authority. 

(2) Offences under sections 10 and 19 and abetment thereof shall be non-bailable, non-compoundable 
and cognizable by the investigation agency. 

40. Cognizance and trial of offences.- (1) The Federal Government, in consultation with the Chief 
Justice of respective High Court, shall designate Presiding Officers of the Courts to try offences under this Act 
at such places as deemed necessary. 

(2) The Federal Government shall, in consultation with the Chief Justice of respective High Court, 
arrange for special training of the presiding officers of the court to be conducted by an entity notified by the 
Federal Government for training on computer sciences, cyber forensics, electronic transactions and data 
protection. 

(3) Prosecution and trial of an offence under this Act committed by a minor shall be conducted under 
the Juvenile Justice System Ordinance, 2000 (XXII of2000). 

(4) To the extent not inconsistent with this Act, the procedure laid down under the Code of Criminal 
Procedure 1898 (V of 1898) and the Qanoon-e-Shahadat Order 1984 (X of 1984) shall be followed. 

41. Order for payment of compensation.- The Court may, in addition to award of any punishment 
including fine under this Act, make an order for payment of compensation to the victim for any damage or loss 
caused and the compensation so awarded shall be recoverable as arrears of land revenue: 

Provided that the compensation awarded by the Court shall not prejudice any right to a civil remedy for 
the recovery of damages beyond the amount of compensation so awarded. 
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42. Appointment of amicus curiae and seeking expert opinion.- The Court may appoint amicus 
curiae or seek independent expert opinion on any matter connected with a case pending before it. 

43. Appeal.- An appeal against the final judgment of a Court shall lie within thirty days from the date of 
provision of its certified copy free of cost. 

CHAPTER VI
 
PREVENTIVE MEASURES
 

44. Prevention of electronic crimes.- (1) The Federal Government or the Authority, as the case may be, 
may issue guidelines to be followed by the owners of the designated information systems or service providers in 
the interest of preventing any offence under this Act. 

(2) Any owner of the information system or service provider who violates the guidelines issued under 
sub-section (1) shall be guilty of an offence punishable, if committed for the first time, with fine upto ten 
million rupees and upon any subsequent conviction shall be punishable with imprisonment which may extend to 
six months or with fine or with both. 

45. Computer Emergency Response Teams.- (1) The Federal Government may constitute one or more 
Computer Emergency Response Teams to respond to any threat against or attack on any critical infrastructure 
information systems or critical infrastructure data, or widespread attack on information systems in Pakistan. 

(2) A Computer Emergency Response Team constituted under sub-section (1) may comprise of 
technical experts of known expertise officers of any intelligence or agency or any sub-set thereof. 

(3) A Computer Emergency Response Team shall respond to a threat or attack without causing any 
undue hindrance or inconvenience to the use and access of the information system or data as may be prescribed. 

CHAPTER VII
 
MISCELLANEOUS
 

46. Relation of the Act with other laws.- (1) The provisions of this Act shall have effect not in 
derogation of the Pakistan Penal Code, 1860 (Act XLV of 1860), the Code of Criminal Procedure, 1898 (Act V 
of 1898) and the Qanoon-e-Shahadat Order, 1984 (X of 1984), Protection of Pakistan Act, 2014 (X of 2014) 
and Investigation for Fair Trial Act, 2013 (I of2013). 

(2) Subject to sub-section (1), the provisions of this Act shall have effect notwithstanding anything to 
the contrary contained in any other law on the subject for the time being in force. 

47. Power to make rules.- (1) The Federal Government may, by notification in the official Gazette, 
make rules for carrying out purposes ofthis Act. 

(2) Without prejudice to the generality ofthe foregoing powers, such rules may specify­

(a) qualifications and trainings of the officers and· staff of the investigation agency and prosecutors; 

(b) powers, functions and responsibilities of the investigation agency, its officers and prosecutors; 
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(c) standard operating procedures of the investigation ag~ncy; 

(d) mode and manner in which record of investigation under this Act may be maintained; 

(e) manner to deal with the seized data, information system, device or other articles; 

(f)	 working ofjoint investigation teams; 

(g) requirements for seeking permission of the Authority to change, alter or re-program unique device 
identifier of any communication equipment by any person for research or any other legitimate 
purpose;	 .-,.. 

(h) procedure for seeking appropriate orders	 of the Authority for removal, destruction or blocking 
access to information under this Act; 

(i)	 constitution of Computer Emergency Response Team and the standard operation procedure to be 
adopted by such team; 

G)	 appointment of designated agency having capability to collect real time information; 

(k)	 manner of coordination between the investigation agency and other law enforcement and 
intelligence agencies including designated agency; 

(1) for management and oversight ofthe forensic laboratory;
 
(m)qualifications and trainings of the officers, experts and staff of the forensic laboratory;
 
(n) powers, functions and responsibilities of the forensic laboratory, its officers, experts and staff; 
(0) standard operating procedures of the forensic laboratory to interact with the investigation agency; 
(p) manner of soliciting and extending international cooperation, and 

(q) matters connected or ancillary thereto. 
48. Removal of difficulties.- If any difficulty arises in giving effect to the provisions of this Act, the 

Federal Government may, within two years of commencement of this Act by order published in the official 
Gazette, make such provisions not inconsistent with the provisions of this Act as may appear to be necessary for 
removing the difficulty. 

49. Amendment of Electronic Transactions Ordinance, 2002 (LI of 2002) and pending 
proceedings:__ (1) Sections 36 and 37 of the Electronic Transactions Ordinance, 2002 (LI of 2002) are 

omitted. 

(2) Any action taken by or with the approval of the authority or proceedings pending under the 
provisions of the Electronic Transactions Ordinance, 2002 (LI of 2002) omitted by sub-section (1), shall 

continue and be so deemed to have been taken or initiated under this Act. 

50. Savings of powers._ Nothing in this Act shall affect, limit or prejudice the duly authorized 

and lawful powers and functions ofthe institutions controlled by the Governments performed in good faith. 
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STATEMENT OF OBJECTS AND REASONS
 

Currently Pakistan has no law to comprehensively deal with the growing 

threat of cybercrime. The centuries old criminal Justice legal framework is inadequate and ill 
equipped to address the sophisticated online threats of the 21 st Century cyber age. While this 

new age has exacerbated both existing crimes when conducted with the use of the Internet, 

which are adequately addressed by the application of the Electronic Transactions Ordinance, 
2002 in conjunction with existing criminal justice legislation, it has also given birth to 

completely new types of cybercrime and criminals which connot be effectively dealt with 
through the use of existing legislation. The latter connot be addressed simply by amending 

existing legislation or through a patchwork of enabling provisions. The unique nature ofthese 

crimes finds no adequate or analogous provisions in existing legislation that deal with 
traditional offline crime. Effectively addressing these unique and unprecedented crimes with 

similarly unique and necessary procedural powers, requires a completely new and 

comprehensive legal framework that focuses on online conduct of individuals/organizations 

in the virtual world. The legislation therefore, establishes new offences including illegal 

access of data (hacking), as well as interference with data and information systems (DOS and 

DDOS attacks), specialized cyber related electronic forgery and electronic fraud, cyber 

terrorism (electronic or cyber attack on the critical information infrastructure), unauthorized 

interception conducted by civilians, use of malicious code viruses, identity theft etc. 

The legislation provides new investigative powers hitherto unavailable such as search 

and seizure of digital forensic evidence using technological means, production orders for 

electronic evidence, electronic evidence preservation orders, partial disclosure of traffic data, 

real time collection of data under certain circumstances and other enabling powers which are 

necessary to effectively investigate cyber crime cases. The very technical nature of the new 

powers that are necessary to investigate and prosecute these crimes require their exercise to 
be proportionate with the civil liberty protections afforded to citizens under the Constitution. 

This can only be achieved through strengthening existing protections and establishing new 

safeguards especially against abuse of these new and intrusive powers. The Bill also includes 

specific safeguards to balance against these intrusive and extensive procedural powers in 

order to protect the privacy of citizens and avoid abuse of the exercise of these powers. 

The introduction of this legislation will effectively prevent cyber crime and shall also 

contribute to the national security of the Nation whilst providing and enabling a secure 

environment for investment in IT, e~commerce and e-payments systems. This Bill shall also 
afford protection to citizens which has hitherto not been completely effective, exposing them 

to the unmitigated threats posed by cyber criminals both at home and abroad. 

Anusha Rahman Khan
 
Minister of State for Information Technology
 

Member-in-Charge
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Annex-B 

[AS INTRODUCED IN THE NATIONAL ASSEMBLY] 

'A 
BILL 

(0 make provisions/hI' prevention olelectronic crimes 

W1-] ~~REA S it is expedient to prevent unauthorized acts with respect to information systems, and 
.pro"Jde for related offences as well as mechanism~; for their investigation, proseclltion, trial and 
IIlternational cooperation with respect thereof and for matters connected therewith or ancillary 
therdo:	 ­

II is hereby enacted as follows:-­

1. Short title, extent application and commencement.- (1) This Act may be called the 
Prevention of Electronic Crimes Act, 2015 
(2) It extends to the whole of Pakistan. 

(3) h shall also apply notwithstanding the matters being the subject hereof occurring outside 
Pakistan, in so far as they are directly or indirectly connected to, or have an effect on or bearing 
in relation to persons, information syste ~s or events within the territorial jurisdiction of 
Pakistan. 

(4) Il shall come into force at once. 

2. Dcfinitions.- (l) fn this Act, unless there is anything repugnant in the subject or context,-­

(a)	 "access" means gaining access to the whole or any part of any information system 
whether or not throLlgh enabling entry, control or the right to usc the whole or any part of 
any information system; 

(b) "access to program or data" means a~cess to any program or data held in any information 
systems if by causing an information system to perform any function whereby a persoll 

.	 . 

(i)	 alters, modifies or crases the program or data or any aspect or attribute related to 
the program or data; or 

(ii)	 copies, transfers or moves it to-

a. any information system, device or storage medium other than that in which it is 
held; or 

b. to a different location in the s,Jrne information system, device or storage 
medill111 in which il is held; or 

(iii)	 uses it; or 



I. 
.I. .• 

(iv)	 has it output from the information system in which it is held, whether by having it 
displayed or in any other manner: 

Provided that for the purposes of sub-clause (iii) of clause (b) a person uses a 
program if the function he causes the information system to perform-­

(i) causes the program to be executed; or 

(ii) is itself a function of the program: 

Provided further that for the purposes of sub-clause (iv) of clause (b)­

(i) a program is output if the instructions of which it consists are output; and 

(ii) the form in which any such instructions or any other data is output (and in 
particular whether or not it represents a form in which, in the case of instructions, 
they are capable of being executed or, in the case of data, it is capable of being 
processed by an information system) is immaterial. 

(c) "code" means the Code of Criminal Procedure, 1898 (Act V of I898);	 
..­

(d) "content data"	 means any representation of facts, information or concepts in a form 
suitable for processing in an information system, including a program sllitable to cause an 
information system to perform a function: 

Provided that such content data is other than traffic data and does not include traffic data: 

Provided further that the content data shall only include and be limited to content data 
related to identified subscribers or users who are the subject of an investigation Of 

prosecution and with respect of whom any warrant under this Act has been issued: 

Provided also that the content data is restricted to content data a service provider actually 
holds itself and does not include any content data that is not held by the service provider 
itself; 

(e) "the Court" means the Court of Sessions competent to try offences under this Act; 

(1)	 "critical infrastructur~" means the assets, systems and networks, whether physical or 
virtual, so vital to th~ Government that their incapacitation or destruction would have a 
debilitating effect on security, national economic security, public health Of safety, Of any 
combination thereof; 

(g) "critical infrastructure information system, program	 or data" means any information 
system, program Of data that supports O[ performs a function with respect to a critical 
infrastructme; 



(h) "clesignated payment system" means-designated payment system as deJined under clause 
(q) of section 2 ofthe Payment Systems ancl Electronic Fund Transfers Act_ 2007; 

(i)	 "device" inc] udes­

(i) physical device or article; 

(ii) any electronic or virtual tool that is nc,t in physic::!l form; 

(iii) any program or data held in electroni:: form; 

(iv) a password, access code or similar data, in electronic or other form, by which the 
whole or any part of an information system is capable of being accessed; or 

(v)	 automated, self-executing, adaptive or auttmomous devices, pl'ograms or 
information systems; 

(j)	 "electronic" means electronic as defined under clause (I) of sub-section (1) of section 2 of 
the Electronic Transactions Ordinance, 2002 (LI of2002); 

(k) "Federal Government" means the Federal Government in the Ministry of Interior, unless 
lor any specific purpose specified otherwise by notification in the official Gazette or 

. amendment in the Rules of Business, 1973; 

(1)	 "identity information" mean's any infCol'mation including biologieal or physiological 
in lormation of a type that is generally used alone or in combination with other 
infonnation to verify, authenticate or ide,1tify or purport to verify, authenticate or identify 
an individual or an information system, including a fingerprint, voice print, retina image, 
iris image, DNA profile, name, address, date of birth, mother's maiden name, challenge 
phrase, security question, written signature, advanced electronic signature, electronic 
signature, digital signature, user name, credit card number, debit card. number, financial 
institution account number, passport number, National Identity Card Number, customer 
number, driver's licence number, any password, any biometric method or any other form 
of verification, authentication Of identificationthat may have bccon'lc available because 
() t'Inodcrn devices or techniques and which may enable access to any iilformation system 
or to the performance of any function or interference with any computer data 01" an 
information system; 

(m)"informatiol1" means information system as defined in clause (0) of sub-section (1) of 
section (2) of the Electronic Transaction:; Ordinance, ~002 (LI 01'2002); 

(n) "information system" means information systern as ddined in clause (p) of sub-section 
(I) of section 2 of the Electronic Transactions Ordinance, 2002 (LI or 2002); 

(0) "{nvestigating officei'"	 means an office;' of the special investigation agency established 
under section 16; 
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(p) "negligence" means unreasonable conduct that creates an obvious risk of halTn or damage 
through genuine inadvertence; 

(q) "offence" means an otfence punishable under this Act; 

(r) "references" to an act by a "person" shall include acts done or to be done­

(i) by or through automated mechanisms and self-executing, adaptive or autonomous 
devices, programs or information systems; 

(i i) against Government controlled information'systems or public information systems in 
, exercise of a public furiction, or 

(iii) against any information system; 

(s) "rules" means rules made under this Act; 

(t) "Schedule" means the Schedule to this Act; 

(u) "seize"\vith respect to program or data includes­

(i) seize or similarly secure an information system or part of it or a device; or 

(ii) make and retain a copy of any program or data, including by using on-site equipment; 
or 

(iii) render inaccessi9le, or remove, data in the accessed information system; or 
. . , l , 
(iv) obtain output of data from an information system; 

\ 
(v) "service provider" indudes­

(i) a person acting as a service provider in relation to sending, recelvmg, storing or 
processing of electronic communication or the provision of other services in relation to 
electronic communication through any electronic syst.em; 

(ii) a person who owns, possesses, operates, manages or controls a public switched 
network or provides telecommunication services; , 

(iii) any other person who processes or stores data on behalf of such electronic 
communication service or users of such service; 

(i v) any person who, as a core business or a substantial part of his business provides 
premises from where and facilities through which the public in general may as customers 
nccess information systems and the internet such as cyber cafes; or · 



(v) any person who as a core business or a substantial part of his business, provides a 
network flJf distribution of electronic communication; 

, 

(w) ".subscriber information" means any information contained in any form that is held by a 
service provider, relating to a service of a subscriber other than traffic data and by which 
can be established­

(i) the type of communication service used, the tedmical pro\'isions taken thereto and the 
period of service; 

(ii) the subscriber's identity, postal, geographic electronic mail address, telephone and 
other access number, billing and payment information, available on the basis of the 
service agreement or arrangement; or 

(iii) any other information on the site of the installation of communication equipment, 
available on the basis of the service agre,~ment or arrangement: 

Provided that subscribers for the purpose of this Act shall only include and be limited to 
those subscribers who are the subject of an investigation.or prosecution and with respect 
ofwhol11 any warrant under this Act has been issued: 

Provided further that the subscriber information is restricted to the information a service 
provider actually holds itself and docs J}Jt include any information that is not held by the 
service provider itself; 

(x) "traffic data"	 means any available data relating to a communication by means of an 
information system, generated by an information system that formed a part in the chain of 
communications, indicating the communication's origin, destination, route, time, data, 
size, duration or type of underlying service, actually held by the service provider itself 
and does not include any data that is not held by the service provider itself; 

I 

(y) "unauthorized" for the purposes of section 3 shall mean access of any kind by any person 
to any information system if.. 

(1) he is not himself entitled to control access of the particular kind or type in question 
with respect to an information system; and 

. 
(ii) he does not have consent of the person entitled to grant such consent, for the 
paliicular kind or type of access in question with respect to an information system; 

I	 • 

Provided that access in exercise of powers under sections 19, 21, 23, 30, 32 and 48 shall 
not be deemed to be 1,lnauthorized; 

(z)	 "unauthorized" for the purposes of section 4 shall mean access of any kind by any person 
to any program or data if ­



(i) he is not himself entitled to control access of the particular kind or type in question 
with respect to that program or data; and 

(ii) he does not have consent of the person entitled to grant such consent, for the 
patiicular kind or type of access in question with respect to that program or data: 

Provided that access to program or data in exercise of powers under sections 19,21,23, 
30, 32 and 48 shall not be deemed to be unauthorized; 

(2a) "unauthorised act" means in relation to an information system, a program or data, an act 
where the person doing the act or causing it to be done-­

(i) is not the person with the responsibility for the information system; 

(ii) is not the person who is entitled to determine whether the act may be done; anel 

(iii) does not have consent to the act from the person with the responsibility for the 
information system; and ­

(zb) "unauthorised interception" shall mean in relation to an information systenl, program or 
data, any interception where the person intercepting or causing interception to take place­

~ 

(i) is not the person w,ith the responsibility for th,e information system; 

(ii) is not the person who is entitled to determine whether such interception may take 
place; and 

! 

(iii) docs not have consent for such interception frol11 the person with the responsibility 
for the inlormatiol1 system. 

(2) For the purposes ofthis Act and of any offence a person acts­

(a) "knowingly" with respect to a circumstance not only when he is aware that it exists or will 
exist, but also when he avoids taking steps that might confirm his belief that it exists or will 
exist; 

(b) "intentionally" with respect to­

(i) a circumstance wl)en he hopes orknows that it exists or will exist; and 

i 
(ii) a result when he acts either in order to bring it about or being aware that it will occur 
in the ordinary coursy of events; 

(c) "recklessly" with respect to­



(i) a circumstance when he is aware of a risk that it exists or will exist· and.	 , 

(ii) a result when he is aware of a risk that it will occur' and, 

(iii) it is, in the circumstances known to him, unreasonable to take the risk: 

Provided that the threshold required to satisfy the burden of proof for proving the mens 
rea of recklessness shall be lower than that required when proving intention but higher 
than that required for negligence: . 

Provided further that the standard applied to test the state of mind of the person shall be 
the suhjective standard ""hich shall take into account the individual characteristics of the 
person includin.g his age, background, experience and understanding. 

Explanation.- Recklessness refers to a person'~ consciolls or advertent taking of an unjustified 
risk when he carries out a deliberate act,biow ing or closing his mind to the obviolLs fact that 
there is some risk resulting from that act but nevertheless continues in the performance of that 
acL The test to satisfy the mens rea shall be subjective in nature taking' into account the 
individual characteristics of an accused including his age, background, experience and 
understanding. The subjective test shall require taking into account the actual ability of the 
accused to perceive a risk, taking into account his characteristics. If his ability, ~ased on his 
characteristics, is less than that of a reasonable person then it shall be his ability that shall be 
relevant (subjective standard.\, instead of the standard applied to a hypothetical reasonable person 
who might have better knowledge and undersfanding (objective standard) than the person in 
question. 

! CHAPTER I 
.OFFENCES AND PUNISHMENTS 

3. Illegal a(,~ccss to information systcm.- (1) Whoever intentionally, whether temporary Of 

110t,- ­

(a)	 causes an informatiorl system to perform any function with intent to secure access to the 
whole or any part of any information sys,enl or to enable any such access to he secured; 

(b)	 the access he intends to secure or to enable to be secured is unauthorized under this 
section; and 

(c) at the time wheil he causes the information system to perform the function he knows that 
the access he intends to secure or toenabJe to be secured is unauthorized under this 
section, 

shall be punished with imprisonment of either description for a term which may extend to si x 
months or with fine which may extend to one hundred thousand rupees or with both. 



Explanation.-The absence of authority in this section will also include instances where 
there may exist general authority to access an information system but a specific type, nature or 
method of access may not be authorised. 

Illustrations. ­

(a) A,	 an employee of B, is authorised by B to generally access and use B's information 
system at A"s place of employment. A is not authorised by B generally or with respect to 
any specific type, nature or kind of information to make any copies of, transfer or 
transmit any information. The employee makes copies of such infonnation, lransfers or 
transmits such information. The act of accessing the information system for the purpose 
of such copying, transferring, transmitting would ainount to access withoul authority. 

," ' 

(b) A, an employee of 
,

B, is authorised by B to generally access and use B' s information 
systems at A's place of employment. A is not authorised by B to connect any data storage 
device to any of B's information systems. A connects a data storage device to B's 
information system. Such access by A ofB's information system is without authority. 

(2) Whoever recklessly, whether temporarily or not, ­
,.­

(a) causes all information system to perform any function with intent to secure access to the 
whole or any part of any information system or to enable any such access to be secured; 

(b) the access he intends to secure, or to enable to be secured, is unauthorized under this 
section; and 

(c) at the time when he causes the information system to perform the function he'knows that 
the access he intends to secure, or to enable to be secured, is unauthorized under this 
section, 

shall be punished with impri'sonment of either description for a term ,which may extend to three 
months or with fine which m,ay extend to fifty thousand rupees, or with both. 

Illustrations: 

(a) A, an employee	 of l?, is authorised by B to generally access and use B,'s inlormation 
system at A's place of employmenLA is not authorised by B generally, or with respect to 
any specific type, nature or kind of information to, make any copies, transfer or transmit 
allY information. The employee whilst browsing the network accesses any part of an 
information system which he knows he is not authorised to access but does not have a 
specific intent toacGess such part of the information system but without such specific 
intent takes positive steps to access such a .part of the information system. Such access 
would ·be illegal access with recklessness but not intentional. 

(b)	 A, an employee of 13, is authorised by B to generally access and use B's infoffi1ation 
systems at A's place of employment. A is not authorised by B to connect any data storage 
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device to any of B's information sysTems. A connects a data storage device to B's 
information system. Such access by A ofB's information system is without authority. 

(3) The intention referred to in sub-section (1) or the recklessness referred to in sub-section 
(2), need not relate to- ' 

(n) any parLicular information system; 

(b) any pmiicular program or data; or 

(c) a program or data of any particular kind. 

4. lIIega] access to program or data.- (1) Whoever intentionally, whether temporarily or not, ­

(a) causes access to any program or data to be secured or to be enabled; 

(b)	 the access to the program or data he intends to secure, or to enable to be secured,' is 
unauthorized under this section; and 

(c)	 at the time when he accesses the program or data he knows that the access he intends 
to secure, or to enable to be secured, is unauthorized under this section, , 

shall be punished with imprisonment of either description for a term which may extend ,to nine 
'months or with fine which may extend to two hundred thousand rupees, or with both. 

(2) Whoever recklessly, whether temporarily or not, ­

(a) causes access to any program or data to be secured or to be enabled; 

(b) the access to the program or data he intends to secure, or to enable to be secured, is 
unauthorized under this section; and 

(c)	 at the time when he accesses the program or data he knows that the access he intends 
10 secure, or to enable to be secured, is unauthorized under this section, 

I 

shall be punished with imprisonment of either description for a term which may extend to six 
months or with fine which may extend to one hundred thousand rupees, or with both. 

, Illustrations:	 ' 
la) A, an employee of B, is authorised by B to generally access and use B I S information 

system at A's place of employment. A is not authorised by B generally, or with respect to 
any specific type, nature or kind of information to, make any copies ot~ transfer or 
transmit any information. The employ,~e, whilst browsing tbe network, accesses program 
or data which he lm'ows he is not authorised but does not have a specific intent Lo al:CCSS 

such program or data but without such specific intent takes positive steps to access such 
program or data. Such access would be illega! access with recklessness but not 
intentional. 



f!4f'<"" 
'I, 

(b) A,	 an employee of B, is authorised by B to generally access and use B's information 
systems at A's place of employment. A is not authorised by B to connect any data storage 
device to any of B' s information systems. A connects a data storage device to B 's 
information system. Such access by A of B's information system is without authority. 

(3) The intention referred to in sub-section (1), or the recklessness referred to in sub-section 
(2), need not relate to­

(n) any particular information system; 

(h) any particular prograrh ordata; or 

(c) a program or data of any particular .kind, 

5. Illegal interference with program or ,data.- (1) Whoever intentionally, whether temporarily 
or not, does any unauthorised act in relation to an information system, or at the time when he 
does the act he knows that it is unauthorized, and acts with intent- _ 

(i) to destroy, damage,delete, erase, deteriorate, generate, modify or alter any program or ,.­
data; 

I 

(ii) to render any program or data inaccessible, meaningless, useless or ineffective; 

(iii) to obstruct, intehupt or interfere with any program or data or any aspect or attribute 
related to the prograIJ1 or data; 

I 

(iv) to obstruct, interrupt or interfere with any person in the use ofany program or data or 
any aspect or attribu~e related to the program.or clata; 

(vi)	 to deny, prev~nt, suppress or hinder access to any program or data to any person 
entitled to it; , 

(vii)	 to deny, prevent, suppress or hinder access to any program or data or any aspect 
or attribute related to the program or data or make it inaccessible; 

(viii)	 to impair the operation of any program or any aspect or attribute related to the 
program; 

(ix)	 to impair the :reliability of any data or any aspect or attribute related to the data; 

,	 , 

(x)	 to impair the security of any program ordata or any aspect or attribute related to 
the program or data; or 

(xi)	 to enable any, of the things mentioned in clauses (i) to (ix) to be done, 
i 
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shall be punished with imprisonment of either description for a term which may extend to thref: 
years ')1' with nne which may extend to five hundred thousand rupees, or with both. 

(2) Whoever recklessly, whether temporarily or not, does any unauthorised act in relalion to an 
information system, or at the time when he docs the act he knows that it is unauthorized , and acts 
thereby­

(i) causing destruction, damage, deletion, eraBure, deterioration, generation, modification or 
alteration of any program or data or any aspect or attribute related to the program or data; 

(ii) rendering any program or data meaningl~ss, useless or ineffective; 

(iii) obstructing, interrupting' or interfering with the use of any program or data or any aspect or 
attribute related to the program or data; 

(i v) obstructing, interrupting or interfering with any person in the use of any program or data or 
any aspect or attribute related to the program or data; 

(v) causing denial, prevention, suppression or hindrance of access ':,:1 program or data or any 
aspect or attribute related to the program or data to any person entitled to it; 

(vi) causing denial, prevention, suppression or hindrance of access to any program or data or any 
aspect or attribute related to the pmgram or data: 

(vii) causing impairment to the operation of any program; 

(viii) causing impairment to the reliability of any data or any aspect or attribute related to the 
program or data; 

(ix) causing impairment to the security of any program or data or any aspect or attribute related 
to the program or data; 

(x) causing enablement of any of the things ment.ioned in clauses (i) to (ix) to be done,
 
shaH b.: punished with imprisonment of either description for a term which may cxtenq to two
 
years or with fine which may extend to two hundred. and fifty thousand rupees or with both.
 

(3) Whoever commits any offence under sub-se:tion (1) by circumventing or infringing security 
measures with respect to any information system, program or data shall be punished with 
imprisonment of either description for a term which may extend to three years or with tine which 
may extend to five hundred thousand rupees or with both. 

(4) Whoever commits any offence under sub-se:;tion (2) by circumventing or infring~ng security 
tneasures with respect to any information sy:,tem, program or data shall be punished with 
imprisonment of either description for a term which may extend to two years or with tine which 
may extend to two hundred and fifty thousand rupees or with both. . 

"
 



(5) WllOever commits any offence under sub-section (1) with respect to any Government 
controlled critical infrastructure information system, program or data that performs a critical 
public function shall be punished with imprisonment of either description for a term which may 
extend to seven years or with fine which may extend to seven million rupees or with both. 

(6) Whoever commits any offence under sub-section (2) with respect to any Government
 
cc.)ntrolled critical infrastructure information system, program or data that performs a critical
 
public function shall be punished with imprisonment of either description for a term which may
 
extend to four years orwith fine which may extend to three million rupees or with both.
 

(7) The intention referred to in sub-section (1) or the recklessness referred to in subsection (2)
 
need not relate to­

(a) any particular information system; 

(b) any particular program or data; or 

(c) a program or data of any particular kind. 

,.­
(8) In this section.­

(a) a reference to doing an act includes a reference to causing an act to be done; 

I 

(b) a reference to impairing, preventing or hindering something includes a reference to 
doing so temporarily; 

(c) a reference to an act by a person includes acts done or to be done­

(i) by or t.hrough an automated mechanism and self-executing, adaptive or 
autonomous device, program or information system; 

(ii) against Government controlled information systems or public information 
systems in exercise of a public function, or 

(iii) against aryy informati?Il system: 

Provided that an act under sections 19,21,23,30,32 and 48 shall not be deemed 
to be unauthorized. 

6. Illegal interfei'ence with information systcm.- (1) Whoever intentionally, whether 
temporarily or not, does any unauthorised act in relation to an information system, at the time 
when he docs the act he knows that it is unauthorized, and acts with intent to severely-­

(i) interfere, hinder, damage, prevent, suppress, deteriorate, impair or obstruct the functioning of 
an information system; 



(ii) illterfere, hinder, damage, prevent, suppress: deteriorate, impair or obstruct communication 
between or with an information system; 

(iii) interfere with or hinder access to any information system; 

(iv) impair the operation of any information syst<:m; 

(v) impair the reliability of a~y information system; 

(vi) impair the security of any information system; or 

(vii) to enable any of the things mentioned in clauses (i) to (vi) to be done, 

shall be punished with imprisonment of either description for a term which may extend to three 
years or with fine which may extend to five hundred thousand rupees or with both. 

(2) Whoever recklessly, whether temporarily or not, does any unauthorised act in relation to an 
information system, at the time when he does the act he knows that it is unauthorized, and acts 
recklessly thereby causing severe-­

(i) interference, hindrance, (jamage, prevention, suppression, deterioration or obstruction to the 
functioning of an informatiorl system; 

(ii) interference, hindrance: damage, prevention, suppression, deterioration, impairment or 
obstruetion of communication between or with an information system; 

I ' 

(iii) interference or hindrance to the access of any intormation system; 

(iv) impairment to the operation of any information system; 

(v) impairment to the reliability of any information system; 

(vi) impairment to the security of any information system: or 

-' 
(vii) to enable any of the things mentioned in clauses (i) to (vi) to be done, 

shall be punished with imprisomnent of either description for a term which may extend to two 
years or with fine which may extend to two hundred and tifty thousand rupees or with both. 

(3) Whoever commits any offence under sub-section (1) by circumventing or infringing security 
measmes with respect to any information sy~;tem, program or data shall be punished with 
imprisonment of either description for a term which may extend to three years or with fine which 
may extend to five hundred thousand rupees or with both. 

(4) Whoever commits any of1ence under sub-se,:;tion (2) by cin;umventing or infringing security 
measures with respect to any information ~y:;tem, program or data shall be punished with 

\~
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imprisonment of either description for a term which may extend to two years or with fine which 
may extend to two hundred and fitly thousand rupees or with both. 

(S) Whoever commits any offence under sub-section (I) with respect to any C30vernmenl 
controlled critical infrastructure information system, program or data that per1<mns a critical 
public function shall be punished with imprisonment of either description for a term which may 
extend to seven years or with line which may extend to ;)cven mi 11ion rupees or with both. 

(6) Whoever commits any: olIence under sub-section (2) with respect· to any Government 
conlrolled critical infrastnlc~ure information system, program or data that performs a critical 
public function shall be punished with imprisonment of either description for a term which may 
extend to four years or with fine which may extend to three million rupees or with both. 

I 

(7) Whoever commits any offence under sub-section (l > 

(a) with respect to allY Government controlled or public information system, program or data that 
performs a public function; and 

(b) that causes serious damage, injury or disruption to a widely and 'publicly utilised network of 
information systems, 

shall be punished with imprisonment of either description for a term which may extend to ten 
years or with fine which may extend to ten million rupees or with both. 

, I 

(8) Whoever commits any offence under sub-section (2) -­

(n) with respect to any Government controlled or pub] ic information system, program or data that 
performs a public function ;and 

'''''
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(b) that causes serious damage, injury or disruption to a widely and publicly utilised network of 
information systems, 

shall be punished with imprisonment of either description for a term which may extend to seven 
years or with fine which may extend to seven miltion rupees or with both. 

(9) The jntention referred to in sub-section (1), or the recklessness referred to in sub-section (2), 
need not relate to­
(a) any particlIlfir information system; 

(b) any particular program or data; or 

(c) a program or data of any particular kind. 

(l0) [n lhis sectiol1,--­

(a) a relerence to doing an act includes a reference to causing an act to be done; 

(b) a reference to impairing, preventing or hindering something includes a reference to doing so 
temporarily; . 

(c) a reference to an act by a person in this section includes acts done or to be done­

(i) by or through an automated mechani~;ms and self-executing, adaptive or autonomous 
devices, programs or information system:;; 

(ii) against Govemment controlled information systems or public informution systems in 
exercise of a public function, or 

(iii) against any information system: 

Provided that an act tinder sections 19, :21, 23, 30, 32 and 48 shall not be deemed to be 
unauthorized. 

7. Cybcr terrorism. - (1) Whoever commits or threatens to commit any orthe offtl1ces under 
sub-sections (1), (3) and (5) ofsectiol1 5 and sub-sections (1), (3), (5) and (7) of section 6 where­

(a) the use or threat is designed to coerce, intimidate, overawe or create a sense of [ear, panic or 
insecurity in the Government or the public or a section of the public or community or sect or in 
society; or 

(b) the use or threat is made for the purpose or motive of advaJicing a cause whether political, 
reJigious, sectarian or ethnic, with the intention 01'­



(i) inlerfering with, disrupting or damaging a p\lblic utility service or a communications 
system used by the public at large; 

(ii) severe interference with, seriously disrupting or serionsly damaging a designated 
payment system which interconnects with multiple linancial institutions; 

(iii) severe intedercnce with, seriously disrupting or seriously damaging a mass 
transportation or mass traffic syslem; 

(iv) severe interference with, seriously disrupting or seriously damaging a critical 
infrastructure that is used to serve a public function f()[ the public at large; 

(v) severe interference with, seriously disrupting or seriously damaging critical 
infrastructure in use by the armed forces, civil armed forces, security· forces or law 
enforcement agencies; 

lvi) causes injury thrdugh the acts mentioned in sub-clauses (i), (iii), (iv) and (v); or 
! 

(vii) enabling any of the things mentioned in sub-clauses (i) to (vi) to be done, 

shall be punished with imJl'isonmcnt of either description for a term which may extend to 
tourtcen years or with fine which may extend to fifty mdlion rupees or with both. 

(2) Whoever commits any offence under sub-section (1) by circumventing or infringing security 
measures with respect to any information system, program or data shal J be punished with 
imprisolllllcnt of either description lor a term which may extend to fourteen years or with fine 
which Inay extend to fifty million rupees or with both. 

(3) The intention referred to in sub-section (1) need not relate to-­

(n) any particular information system; 

(b) any particular program or data; or 

(c) a program or data of any particular kind. 

(4) III this scetion,·-­

(,1) a reference to doing an att includes a reference to cU\.lsing an act to be done; 
I 

I 
(b) a reference to impairing, preventing or hindering something includes a reference to doing so 
lemporarily; 



(c) a n:lerence to an act by a person includes act> done or to be done­

. 0) by or through an automated meChal1lSm and self-executing, adaptive or autonomous 
device, program or information system; . 

(ii) against Government controlled infof.11ation systems or public information systems in 
exercise of a public function: or 

(iii) against any information system. 

8. Electronic forgery.· (1) Whoever,­

(a) without authority; 

(b) in excess of authority; or 

(c) through an unauthorised act, 

inputs, generates, alters, modifies, deletes or suppresses data, resulting in inauthentic data or an 
inauthentic program with the intent that it be considered or acted upon, by any person or an 
information system, as if it were authentic or genuine, regardless whether or not the data is 
directly readable and intelligible, shall be punished with imprisonment of either description for a 
term which may extend to two years or with fiile which may extend to two hundred and fifty 
thousand rupees or with both. 

(2) Whoever commits an oftt-nce lInch;r subsection (1), dishonestly or with similar intent, ­

(a) for wrongful gain; 

(b) for wrongf111 loss; or 

(c) fur any ecol1P;nic benefit for oneself or for another person, 

5h,111 be pimished with imprisonment of either description for a term which may extend to two 
ycac; or with tine which may extend to two hundred and fifty thousand rupees or with both. 

(3) Whoever commits an offence under sllbsenion (1), fraudulently, dishonestly or with similar 
intent, ­

(<.I) to inf1uence a public servant in the exercise c)f 1:1 public duty or function; or 

(b) to influence a Governm1ent controlled information system or public information system III 

exercise of a public function, 

shall b~ punished with imprisonment of either description for a term which may extend to three 
years or with fine which ma} extend to five hUf.dred thousand rupees or with both. 



9. Electronk fraud.- \Vhoevel' with fi'audulent or Jishoncst intcnt­

(n) \,vilhout authority; 

(b) in excess of authority; or 

(c) through an unauthorised <lct, causes loss, in whole or in part of any data or program, 
f11·l)i)(~I:Cy;vii1lIU··blc·····sccliii··fy··(1·r·c.(lrli>idlii:cifioii·f6····;liio{liei···I)(~is6ii()i;<111yiilforiiiuti()llsysielllh.Y= 

(a) allY illegal access to inJ(mllation syslem or lllcgal access lo program or data; 

(b) any input, alteration, modification, deletion, suppression or generation of any program Qr 
i 

data: ; 

(c) any interference, hindrance, impairment or obstruction with the functioning of an information 
system; or 

(d) copying, transferring or moving any data or program to C1ny information system, device or 
storage medium other than that in which it is held or to a different location in the any other'­
information system, device or storage n']o:~diul11 in which it is held, or uses any data or program, or 
has ,lilY data or program output from the information system in which it is held, whether by 
having it displayed or in any other manner, with fraudulent or dishonest intent to causc­

(i) wrongful gain; 

(ii) wrongful loss; or 

(iii) any economic bcnefit for oneself or for another person, 

shall be punished with imprisonment of either description for a term \\hich may extend to five 
years or with fine which may extend to ten million rupees but shall not be less than the wrongful 
loss caused to any person or ~vith botb. 

10. Making, supplying or obtaining devices for use in offcnce.-(l) Whoever produces, makes, 
gcnerates, adapts for use any device intending it prirnarily to be used or believing that it is 
primarily to be used. to commit or to assist in the commission of an offence under sections 3, 4, .5, 
6, '7, 8, 9, 11, 12 or 14, shall be punished with imprisonment of either description for a term 
which may extend to 6 months or with fine which may extend to fifty thousand rupees or with 
both. 

(2) Whocver transfers, imports, exports, distributes, shares, supplies, offers to supply or 
otherwisc makes available any device believing that it is to be primarily used to commit Or to 
assist in the commission of an offence under sections 3, 4, 5, 6, 7, 8, 9, J I, 12 or 14, shaJl be 
punished with imprisonment of eithcr description lor a term whieh may extend to one year or 
with finc which may extcnd to one hundred thousand rupees or with both. 



(:3) Whoever acquires, obtains or procures any device with a view to its being supplied for 
primarily to be used to commit or to assist in the commission of an offence under sections 3, 4,5, 
6, 7, 8, 9, 11, 12 or 14, shall be punished with imprisonment of either description for a term 
'Nh1ch may extend to one year or with fine which may extend to one hundred thousand rupees or 
with hath:
 
Provided that it shall not be an offence under thi~ section­

(a) where the production, making, adaptation, sale, procurement for lise, import, distribution or 
otherwise making available of such device referred to in this section· is not for the purpose of 
committing an offence under this Act: or 

(b) any act under this section is for the authorised training, testing or protection of aninformation 
system. 

II. Identity crime.- (1) Whoever knowingly obtains or possesses another person's identity 
information, without lawful justification, in circumstances giving rise to an inference that is 
established beyond reasonable doubt that the information is intended to be used to commit an 
offence that includes dishonesty, fraud, deceit or falsehood as an element of the offence shall, 
unless the contrary is proved, be punished with imprisonment of either description for a term 
which may extend to three months or with fine which may extend to fifty thousand rupees, or 
with both. 

(2) Whoever transmi ts, makes available, distriuutes, sells or offers for sale another person's 
identity information, or has it in their possession for any of those purposes, knowing that or 
being reckless as to whether the information will be used to commit an offence that includes 
fraud, deceit or falsehood as an element of the offence shall be punished with imprisonment of 
either description for a term which may extend to six months or with fine which may extend to 
one hundred thousand rupees or with both. 

12. Unauthorized interception.-(l) Whoever intentionally commits unauthoriz<:d interception 
by technical means of­

(a) any transmission that is not intended to be, and is not, open to the public from or within an 
information system; or 

(b) electromagnetic emissions from an information system that are carrying data, 

shall be punished with imprisonment of either description for a term which may extend to two 
years or with fine which may extend to five hundred thousand rupees or with both: 
Provided that it shall not be an offence if inte:ception is undertaken in compliance of and in 
accordance with the terms of a warrant issued under this Act or if lawfully conducted by any 
intelligence agency or intelligence service mentioned under section 48: 



Provided further that this section shall not have any application upon the activities and functions 
or intelligence agencies or services and is without prejudice to national sccurity requirements, 
and laws identificd under section 48. 

(2) Whoever commits an offence under sub-section (I) fraudulently, dishonestly or with similar 
intent shall be punished with',imprisonment of either description for a term which may extend to 
fi.)Ur years or with fine which~l11ay extend to one million rupees or with both. 

~ 

(3) Whoever commits an off~nce under sub-section (1) fraudulently, dishonestly or with similar 
intent - i 

(a) for wrongful gain; or 

(b) for wrongful loss; or 

(c) for any economic bendil for oneself or for another person, 

shall be punished with imprisonment of either description t()r a tcrm which may extcndto fivc 
yeaJ'sor with fine which may extend to five million rupees or with both. 

13. Special protection of womcn.- Whoever, with malicious intent, knowingly and publicly 
cxhihits, displays, transmits any electronic communication that harms the reputation of a woman, 
threatens any sexual acts against a woman, superimposes a photograph of the face of a woman 
over any sexually explicit images, distorts the face of a woman, or includes a photograph or a 
video of a woman in sexually explicit conduct, without the express or implied consent of the 
woman in question, intending that such electronic communication cause that woman injury or 
threatens injUl:y to her reputation, her existing state of privacy or puts her in fear for hcr safety 
shall be punished with impri~onment fora term which may extend to one year or with fine which 
may extend to one million rUIJCCS or with both: 

Provided that it shall not be an offence under this section if the electronic communication is an 
expression of opinion in good faith not done with malicious intent, is an expression of criticism, 
satire or political comment or is analogous to any of the Exceptions under section 499 of the 
Pakistan Penal Code (Act XLV of 1860): 

, 
Provided further that the term "woman" in this section refers to any female regardless of her age 
who must either be a complainant herself or in the event that she is a minor, her legal guardian 
must be the complainant. 

14. Of abetments, aids or attempts to commit offencc.-(1) Any person who knowingly and 
willfully abets the commissi,on of, or who aids to commit or does, any act preparatory to or in 
furtherance of the commission of any offence under this Act shall be guilty of that offence and 
shall be liable on conviction \0 the punishment provided CJr the oLIenee. 

(2) Any person who attempts to commit an otTence under this Act shaiJ be punished [or a term 
which may extend to one-harr of the longest term of imprisonment provided for that olTence. 
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Explonation. -For aiding or abetting an offence to be committed uncler this section, it. IS 

immaterial whether the offence has been commiced or not. 

IS. l.egal recognition of offencl~s committed in relation to information systcms.- (1) 
Notwlthslanciing anything contained in any other law, an oHence under this Act or any other law 
shall not be denied legal recognition and enfofCI~ment for the sole reason of slich alIenee being 
committed in relation to, or through the use oC all information system. 

(2) References to "prope11.y" in any law creating an offence in rela..tion to or concerning property 
shall include electronic int()rmation, information systems, programs and the information and data 
contained in or conveyed through such informatir)ll systems. 

(3) References in any law creating an offence to an act shall include actions taken or caused by 
use or an information system. . 

(4) References to an act by a person in this Act or any law establishing an offence shall include 
acts done or to be done­

(a) by or through automated mechanisms and self-executing, adaptive or autonomous devices, 
programs or information systems; . 

(b) against Government controlled information s)'stems or public information systems in exercise 
of a public function; or 

(c) against any intormation system. 

CHAPTER IT
 
ESTABLISHMENT OF INVESTIGATION AND PROSECUTION AGENCY AND
 

PROCEDURAL POWERS FOR INVESTGATION
 

16. Establishment of investigation agencies :md prosecution.-(l) The Federal Government 
shall designate the Federal, Investigation Agency or designate any other law enforcement 
agencies as the special investigation agency for the purposes of investigation and prosecution of 
offences under this Act. 

(2) 'lJnless otherwise provid~d for under this Act, the special investigation agency. the special 
investigating officer, prosecution and the cour: shall in all matters follow the procedure laid 
down in the Code 10 the extent that it is not inconsistent with any provision of this Act: 

Provided that any investigating officer investigating an offence under this Act muyseck 
assistance of a special investigation agency for any technical or forensic analysis of evidence. 

(3) AJI investigating officers appointed under this Actor exercising any power, privilege, right or 
proVision under this Act shall, at a minimum, he ld a speciilJized qualification in digital forensics, 
information technology or computer science, in :iUch terms as may be prescribed. 



17. No wanant, ancst, sean'h, seizure or other pO'lvcr not provided for in the Act.- (1) No 
person whether a police officer, investigation officer or otherwise, other than an investigating 
ollicer of the special investigation agency shall investigate an offence with respect to, in 
connection with or under this Act. 

(2) No person other than a prosecutor authorized by the special investigating agency shall 
prosecute any offence with respect to, in connection with or under this Act. 

(3) No court lower than the Court of Sessions, in accordance with the provisions of this Act in 
part icu]m section 37, shall conduct the trial, hearing of all proceedings in respect of, I'elated to or 
in connection with an offence under this Act. 

(4) No person, other than an investigating officer of the special investigation agency, shall 
exercise any power, including but not limited to arrest, access, search, seizure, preservation, 
productlon or real time collection or recording, under this Act, rules made thereunder or any 
other law, with respect to and in connection with any offence under this Act. 

(5) No investigating officer shall exercise any power of aITe?t, access, search, seizure, 
preservation, production, or real time collection other than a power provided for under this Act. 

I 

(6) Notwithstanding any other law including sections 94 and 95 of Code and without prejudice to 
and subject at all times to sections 19, 20, 21, 29 and 30, no investigating officer shall conduct 
any inquiry or investigation or call for any information in connection with any ofTenceunder this 
Act without obtaining an order for the disclosure of such information from the Court and the 
Court shall only issue such order if the particulars of the investigation meet the qualification 
provided for under the relevant section of this Act to which the request for disclosure pertains. 

(7) Any investigating officer, when mentioning any section of this Act in any application or any 
document, including but not limited to any application for any warrant or disclosure under this 
Act or any report under sections 154, 155 or 173 or an.y other provision of the Code or any other 
law with respect to any investigation, inquiry, arrest, access, search, seizure, preservation. 
production, or real'time collection under this Act, shall not merely mention the section but shall 
also specify the sub-section? clause and sub-clause to identify exactly which offence is being \ 
referred to. 

18. Expedited Preservation of d~lta.- (1) If an investigating oi11cer is satisfied that­
(a) tranic data or content data stored in any information system or by means of an information 
system, is reasonably required for the purposes or-a criminal investigation; and 

(b) thcre is a risk or vulnerability that the tratTic dala or content data may be modified, 10Sl, 
destroyed or rendered inaccessible, 

the investigating officer may, by written notice given. to a person in control of the information 
system, require the persop to ensure that the data specified ill the notice be preserved nnd the 
integrity thercofis maintained for a period not exceeding seven days as specified in the notice. 



(2) The period of preservation and maintenance ::>f integrity may be extended beyond seven days 
it: 0/1 an application by the investigating officer, the Court authorizes an extension for a further 
specified period of time, upon being satisfied that reasonable cause for such extension exists. 

(3) The person in control of the information syskm shall only be responsible to preserve the data 
specifieu­

(a) for the period of the preservation and maintenance of integrity specified in the notice or for 
any l:xtcnsion thereof permitted by the Court; 

(b) to the extent that such preservation and mair.tenance of integrity will not be administratively 
or Jlnancially burdensome; and 

(c) where it is technically ancl practically reascnable to preserve and maintain the integrity or 
such data. . 

19. Warrant for search and scizure.-(l) Upon an application on oath by an investigating 
officer that demonstrates to the satisfaction of l.he Court that there exist reasonable grounds to 
believe that there may be in a specified place Ln information system, program, data, device or 
storage medium of a specified kind that­

(a) is reasonably required for the purpose of a criminal investigation or criminal proceedings 
which may be material as evidence in proving :1 specifically identified offence made out under 
this Act; or 

(b) has been acquired by a person as a result of the commission of an offence, 

the Court may after rccorclipg reasons, issue a warrant which shall authorise an investigating 
officer, with such assistance' as may be necessary, to enter in the presence of a Magistrate, only 
the specified place and to search only the specified information system, program, data, device or 
storage medium relevant to the offence identified in the application and access, seize or similarly 
SCl:ure only the specified d~ta or specified prowam, device or storage medium relevant to the 
offence identified in the application, but without causing any of the results identified in clauses 
(i) to (x) of sub-section (1) of section 5 and in any event without prejudicing the integrity and 
scwrity of any data or program available in or through the specified information system, 
program or generally present or available at the :;pecified place: 

Provided that the Magistrate for the purposes of this Chapter shall not include any person who is 
employed or performs any function on behal f of the special investigating agency: 

(2) The application under subsection (1) shall in addition to substantive grounds and reasons 
also: 

(a) explain why it is believed the material sought will be found on the premises to be searched; 



(b) why the purpose of a search may be frustrated or seriously prejudiced unless an investigating 
oniccr arriving at the premises can secure immediate enlry to them; 

(c) identify and explain with specificity tbe type of evidence sllspected will be found on the 
premIses; 

(cJ) identify and explain with specificity the relevant program or data that is sought and 
reasonably suspected to be available from each individual information system, device or storage 
medi 1lI11; 

(e) identify and explain with specificity the relevant individual information systems, devices or 
, st.orage mediums expected	 tp be searched or seized and reasonably sllspected to contain the 

relevant program or data or aily evicl~nee; 

(1) explain what measures shall be taken to prepare and ensure that the search and seizure is 
carried out through technical means such as mirroring or copying of relevant data and not 
through physical custody of in1ormation systems or devices; 

Proviucd that this shall not prejudice the powers defined in subs-section 3 of section 21; 

(g) describc and identify the persons to be authorised to accompany the orticer executing the 
\-varrant anu the reasons that necessitate their presence; and 

(ll) seek the Court to depute a Magistrate who will be accompanying the officer during execution 
of the warrant. 

(3) No court shall issue any warrant to enter and search any specific premises, any specific 
inforrnalion system or any specific program or any specific data or any specific device Of any 
speci [lc storage medium unless satisfied that consequent upon the particulars of the offence 
refcrred to in the applicatioll, there are reasonable grounds f()f believing that it is necessary to 
search any specific prcmises, occupied, any specitic information system or any specific program 
or any specific data or any j speci lic device or any specific storage medium controlled by the 
person identified in the application in order to find the ::nateriul sought. 

(4) Any person who obstructs the lawful exercise of the powers under sub-section (I) or sub­
section (2) or misuses the flowers granted under this section shall be liable to punishment with 
imprisonment of either description for a term which may extend to one month, or with fine not 
exceeding fifty thousand rupees, or with both: 

Provided Ihat it shall not be an olIence for a person to refuse cooperation if that person is a 
suspccl or accused or is by exercise of such power being compelled to incriminate himself, 
provide or procure ini(mnatiol1 or evidence or be a witness agninst himself. 

20. Warrant for disclosure of traffic data.-(1) Upon an application on oath by an investigating 
olJiccr that demonstrates to the satisfaction of the Court lhat there exist reasonable grounds to 
believe that specified dala stored in an information system is reasonably required 10r the purpose 



of a climinal investigation or criminal proceedings with respect to a specifically identified 
(,ffence made aLIt under this Act, the CourI ma}, aftcr recording reasons, order that a person in 
cOlllrol of the information system disclose wi'flin seven days sufficient trafLic data about a 
srcciJkd communication to identify­

(a) the service providers; and 

(h) the path through which the communication was transmitted. 

" en The period of a warrant issued under sub-section (1) may be extended beyond seven days if, 
on an application, a Court authorizes an extension J()r a further period of time as may bc 
specified by the Court. 

(:)) The application under sub-section (l) shall in addition to substanti ve grounds and reasons 
also­

(n) explain why it is believed the traffic data sOlght will be available with the person in control 
of the information system; 

(h) identify and explain with spcci licity the type of traffic data suspected will be found on such 
information system; 

. (c) identify and explain with specificity the sub~cribers, users or unique identifier the subject of 
an investigation or prosecution suspected may b(~ found on sllch information syslell1; 

(d) identify and explain with specificity the identified offence made out under this Act in respect 
of which the warrant is sought; 

(e) speci fy what measures shall be taken to prepare and ensure that the tranic data will be sought 
and carried oUI­

(i) whilst maintaining the privacy of othc r users, customers and third parties; and 

(i i) without the disc!(;sure of data of any pal1y not part of the investigation. 

(4) Any person who obstructs the lawful exerdse of the powers under sub-section (1) or sub­
section (2) or misllses the powers granted undt,r this section shall be liable to punishment wilh 
imprisonment of either description for a term which may extend to one month or with fine not 
exceeding tifty thousand rupees or with both: 

Provided that it shall not be an ofIenee for a persoll to refuse cooperation if that person is a 
. suspect or accused or is by exercise of such powcr being compelled to incriminate himself, 

provide or procure information or evidence or be a witness against himself. 
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21. Powers of an investigating officer.-(l) Subject to obtaining a search warrant under section 
19 an investigating officer shall be entitled to only the information system, program and data 
specified in the warrant to­

(a) have access to and inspect the operation of any specified information system; 

(b) use or cause lo be used any such specified information system to search any specified datn 
contained ill or available to such inf<:Jrmation system; 

(c) obtain and copy that data, use equipment to make copies and obtain an intelligible output 
frolll an information system; 

(d) have access to or demand any information, code or technology which has the capability of 
relrans[orming or unscrambling encrypted data contained or available to such information 
system inlo readable and comprehensible format or plain version; 

(e) require any person by whom or on whose behalf, the investigating officer has reasonable
 
caLIse to believe, any information system has been Llsed to grant access to any data within any
 
il110nnalion system within the control of such person; ­

, 
(1) require any person havirg charge of or otherwise concerned with the operation of such 
information system to provide him reasonable technical and other assistance as the investigating 
officer may require for the purposes of clauses (a), (b) and (c); and 

(g) require any person who is in possession of decryption intormation of an information system, 
device or data under investiBation to grant him access to sLlch decryption information necessary 
La decrypt data required for the purpose of investigating any sLlch offence: 

Provided that this power shall not empower an investigating officer to compel a suspect or' an 
accused to provide decryption information, or to incriminate himself or provide or procure 
information or evidence or be a witness against himself, 

Explanation.- Decryption information means information or technology that enables a person to \ 
rc:Jtlily retransform or unscramble encrypted data from its unreadable form and from cipher text 
to its plain text. 

(2) In exercise of the power of search and seizure of any information system, program or data the 
investigating officer shall­

(a) at all times act with proPfrtionality; 

(b) lake all precautions to m~intain integrity of the information system, program and data subject 
of the search or seizure in respect 0 f which a warrant has been issued; 



(c) not disrupt 01' ipterfere with the integrity or r'mnil1g and operation of any ipformation system. 
progral1l or data that is not the subject of the offences identified in the applicutiOl] for wbic'l1 u 
warrant !()j" search or seizme has been issued; . 

(c1) aVPld disruption to the continued legitimate business operations and the premises subject of 
the search or seizure; and . 

(c) avoid disruption to any information syst'~11l, program or data not connected with the 
information system that is not the subject of the offences identified.i,n the application for which a 
warrant has been issued or is not necessary [,)1' the investigatidn of the specified offence in 
respect of which a warrant h~s been issued. . . . . 

(3) When seizing or similarly securing any data, the investigf/ting off1cer shall mako all efforts to 
I.lSy technical measures to copy or replicatethe data, whilst maintaining its integrity and chnil10f 
custody ,md shall only seize any information system, device or storfige medium physically, in 
whole or in part, us a last resort, for sufficient reasons that.do not make it possible unqer the 
circumstances to usc such tcchnic~l measure~, or where LIse of such technical .I11CnSlli,cs by 
t!1c111SC! ves would not be ~ufiicient to maintaill the integri(y and chain of custody at' tl1c data 
being seized: . . 

provi~lGd that where a physical seizure' occurs, the investigating officer shall submit forthwith 
Ln1~1 in any event no later than tWGnty fOUf hoursa report detailing sufficient reasons fqr slicb 
seizure before the Court. . . ". . 

22., C'pnloQs for invcstigafhm. --- (1) Upon obtaining a warrant under. section 19, an area is a 
~ordoned area for the purposes of an investigation tinder this' Act,jf it is designated as such under 
thi's sccti()n. . 

(2) A designa1i'on may be nlade only by an investigating officer specially designated in' this 
r~spect. lW the sllecializ~d investigation agency, j fhe cOllsiqer-s it expedient for the purposes or 
1!1e inves~igcltion. " " , ", .. 

(3) If a de~ignatjon,is made orally, the officer making it.'shall confirm it in writing, as soon as is 
reasol1f1bly practic~lble. .. . . . 

(4) The .officer making a designation shall arran'gefor the demarcation of the cordoned ilrea, so 
t'ur as is rca~omlbly practicqble.· . . · 



(6) Any cordoning under this section shall adequately take into cOllsideration and provide Cor the 
avoidance of allY interruption, obstruction, hindrance or disruption to continued legitimate 
busincss opcrations and the premises or area so cordoned. 

(7) Any person affected by such cordoning may seek the removal or modi lication or the 
cordoning before the Court and the Court shall consider, when passing any order in this respect 
no latcr than seven days, make such order that avoids any Interruption, obstruction or hindrance 
or disruption to continued legitimate business operations without prejudice to the preservation 
and integrity of evidence in the case. . 

un Where a person knows or }w.s reasonable cause to suspect that an investigation is being 
conducted or is proposed to be ~oncluctcd, a person commits all offence if he interferes with 

)	 material whieh is likely to be relevant to an investigation and shall be liable on conviction to 
imprisonment for a terrn not "lcss than six months and notcxceeding two years, and fine: 

I)rovided thal it is a defence for a person chnrgedwith an oflCnce uncler sub-section (8) to prove 
that he did not know and had no reasonable cause to f:uspect that the disclosure or interference 
was likely to ailed an investigation. 

r;;xplanation. For the purposes of this section a person interferes with any material if he falsifies ,. 
it, conceals it, destroys it or disposes of it or if he caU:3es or permits another to do any of these 
things. . 

L\. Dealing with seized data.-(l) 1f data has. been seized or similarly secured, f~)llowing a search 
or a seizure under section 19, the investigating officer WllO undertook the search shall, at the lime 
.of the search or 8.S soon as practicable after the search with respect to the data seized,­

(n) make a list of .what ha~ been seized or rendered inaccessible, with the date ancl time of 
seizure; and 

(b) give a copy of that list to­

(i) the occupier ofth~ premises; or, 

(ii) the person in control of the information system; or 

(iii) a person.having any legal right to the data. 

(2) Subject to sub-section (3), at the time of the search ancl in any event not later than twenty­
four hours following the seizure, the investigating officer shalJ­

(a) permit a person who had the custody or control of the information system or someone acting 
011 tlteir behalf to access and copy data on the information sy~tem; O[ 

(b) give the person a copy oEthe data. 



I ,.-., 

(3) The investigating officer or another authorized person may refuse to give access or provide 
copies if the investigating officer has reasonable grounds lor believing tbat giving the access or 
providing the copies-' ~ 

(a) would constitute a criminal offence' or, 

tb) would prejudice­

(i) the investigation in connection with v:hich the search was' carried Ollt; 

(ii) another ongoing investigation; or 

(iii) any criminal proceedings that are pending or that may be brought in relation to any 
of those investigations. 

(4) The Court may, on the npplication of~ 

(a) the occupier of the premises; or 

(h) the person in control of the information system, or 

(c) a person with any legal right to the data, on being shown sufficient cause, order that a copy be 
provided to such a person. 

(5) The costs associated with the exercise of rights under sub-sections (2)' and (4) shall be borne 
by the person exercising these rights, 

24. Dealing with seized physical information systcms.-( 1) If an information has been 
physically seized O[ similariy secured, following a search or a seizure under section 19, the 
investigating officer who undertook the search must, at the time of the search or in any event no 
bter than twenty-four hours after the seizure, with respect to the physical information systems 
seized,­

(a) make a list of what has been seized or rwdered inaccessible, with the date and timc of 
seizure; and 

(b) givc a copy of that list to­

(i) the occupier of the premises; or 

(ii) the person in comrol of the information system; oj' 
; 

(iii) a person with any legal right to the data. 

en Subject 10 sub-section (3), on request, an investig8ting oft1cer or another authorized person 
must, at the time of the search or as soon as prar:ticable aftcr the search; 



"l 

(a) permit a person who had the custody or control of tht;: information system, or someone acting 
Oll their bellalflo access and copy delta on the information system; or 

(h) give the person a copy of the data. 

(3) 'fhe investigating officer or another authorized person may refuse to give access or provide 
copies if the investigating o~Ticer has reasonable grounds for believing that giving the access, or 
providing the copies- ! 

(a) would constitute a criminal offence; or
 

(ll) would prejudice­

(i) the investigation in connection with which the search \vas carried out; or 

(ii) <lI1other ongoing investigation; or 

(iii) any criminal proceedings that are pending or that may be brought in relation to any 
ofihose investigations, 

(4) The Court mayan the application 01'­

(a) the occupier oftl~e premises; or 

(b) the person in control of the information system, or 

(c) a person with any legal right to the data, on being shown sufficient cause, order that a copy be 
provided to such a person. 

(S)The costs associated with the exercise of rights under sub-sections (2) and (4) shall be borne 
by the person exercising these rights. 

25. Warrants for an"cst.-- (1) No person shall be arrested or detained with respect to or in 
conneclion with any otTence under this Act unless a warrant for arrest has been issued by the 
Court under this section. 

(2) Upon an application on oath by an investigating officer that demonstrates to the satisfaction 
of tIIC Court that there cxist reasonable grounds to believe that a specified person identified in the 
application has committed or participated in the commission of an offence under this Act, the 
Courllllay, aHer recording reasons, issue a warrant which shall authorise an investigating officer, 
with such assistance as may be necessary, to arrest the person identified in the application. 

(3) Tile application under sub-section (1) shall, in addition to substnntivc grounds and reasons 
also­



,­, 
(al cxplilin why it is rcnsonahly believed that lh person identified in lhe application committed 
or participatedin the commission of an offence under this Act; 

(bl idcntify and explain with specificity the type of evidence so far available which leads the. 
investigating officer to reasonably suspect 1I'.at the person identified in lhe application is 
reilsOlJably suspected of either having committed or participated in the commission of an offence 
under thi:) Act; 

(c) identi fj and explain wi th specificity the sour::c of the evidence or information so far available 
wllich leads the investigating oflicer to reasoJably suspect that the person identified in the 
applicatiu!1 committed lH' participated in the commission of an o1fence under this Act; 

Cd) specily what measures shall be taken to prepare and ensure that thc arrest is carried out with
 
the use or reasonable and proportionate force; aLd
 

(e) specify what measures shall be taken to safel~uard the unnecessary publicity of the identity or 
the person identified in the application and safeguarding the privacy of the family of the person 
identified in the application; 

~, 

(4) No court shall issue any warrant to arrest any person unless satisfied that consequent upon the 
particulars of the offence referred to in the application, there arc reasonable grounds lor 
believing that the person identified in the applicHtion has committed an offence under this Act. 

(5) Any person who obstructs the lawful exercise of the powers under sub-section (I) or sub­
section (2) shall be liable to punishment with imprisonment of either description for u term 
vvhich may extend to one month or with fine not exceeding tifty thousand rupees or with both, 

(6) Simultaneous to the arrest of the person identified in the application lhe investigating officer 
shall inform such person that; 

. ~. I 
(a) he has the right te remain silent; 

(b) anything he says can and shall be used again:)t him in the court of law; 

(c) he has the right to communicate' and constllt with an advocate as well as have his advocate 
present at all times during and when any questioning or when making a statement or contession; 
and 

(d) j f he cannot afftHd an advocate he may e]l~ct to have the specialized investigation agency 
immediately appoint an advocate for him and subsequently also have the Court appoint a 
difJerent advocate for him, jf so ejects, when he appears before the Court ncxt morning, 

(7) No person other than the investigating officer or a member of any Joinl investigation team 
shall have lhe right to question the person arrested under this Act. 

~\
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(8) No person arrested under this Act shall be denied the right of access and presence of his 
advocate before and during any questioning. 

(9) Any person arrested under this Act shall have the right to­

(a) not make any statement; 

(b)not answer any questions; 

(c) to remain silent; and 

(d) have his advocate present. 

(10) Any person arrested under this Act shaJl have the right without being compeJled, to waive
 
any or the rights mentioned in sub-section (9) and such waiver and evidence of there being no
 
compulsion shall be documented through video and audio recording.
 

(1 I) Notwithstanding anything contained in the Qanoon-e-Shahadat, 1984 (President's Order No. 
10 of 1984) or aily other law for the time being in force, where in any Court proceedings held 
under this Act the evidence, which includes circumstantial and other evidence, produced raises .­
the presumption that there isa reasonable probabil ity that the accused has committed the offence, 
any confession made by the accused during investigation without being compeJled, before a 
Magistrate or an investigating officer specially designated by the specialized investigation 
agency in this respect, may be admissible in evidence against him, if such confession is 
documented through video and audio recording and demonstrates that the accused was under no 
compulsion in this regard: 

Provided'that the investigating officer before recoding any such confession, shall have explained 
to the person making the confession of his rights under this Act and that he is not under any 
com pulsion whether direct or indirect to make a confession and that if he does so it may be used 
as evidence against him: . 

Provided further that no investigating officer shall record such confession unless, upon \ 
questioning the person making it, the investigating otlicer had reason to believe that it was made 
voluntarily and that when he recorded the confession, he madc a memorandum at the foot or 
such record to the following effc~t, namcly:­

'I have explained to ( ... nam~... ) that: 

(a) he has a right to rcmai n silent; 

(b) anything he says can and shall bc used against him in the court of Jaw; 

(c) thaI he has the right to communicate and consult with an advocate as well as have his 
nd\'ocate present at aJl times during and when being questioned or making any statement or 
confession; 



, ,.,. 

I.d) if he cannot afford an au vocate he may elect t9 have the specialized investigation agency 
111ll1ediately appoint an advocate for him anG subsequently also have the Court appoint (l 

,JiIkrent advOl.:ate !<)l" him, if he so elects, when he appears before the Court next morning; 

<'~) he is not under any compulsion whether direct or indirect to make any statement or any 
,:onfession; and 

if) if he does make a statement or confession can and shall bellsed as evidence against him 
which would open him to being convicted of an ,)ffence, 

Hefore making the statement' of confession I ha,j seen to it that the person making it was left in 
iSOlation without the presence of any investigating officer or other person that inay influence him 
heing present. I have also checked his body te, see if there exist any signs or torture and my 
findings are rnentioned herein. I believe that this confession was voluntarily made' without any 
direct or indirect compulsion. It was taken in my presence and was read over to the person 
making it ahd admitted by him to be correct and it contains a fuJI and true account of the 

. statement made by him. My explanation to tre person· making the confession and his entire 
statement of confession has been documented through video and audio recording without any 
break or interruption in the recording. 
(Signed) 
Investigating ofJicL:r / Magistrate.' 

Explanation. It shall not be necessary that the Magistrate or specially designated investigating 
officer receiving and i'ecording a confession or statement should be a Magistrate having 
jurisd iction in the case or an investigating officer involved in the investigation of the casco 

(12) OnIy evidence of statements or questionir. g conducted and documented through video and 
audio recording shall be admitted before any Ce,urt whether as evidence or otherwise. 

26. Limitation of liability of intermediaries and service providers.- (I) No intermediary or 
service provider shall be subject to any civil or criminal liability, unless it is finally established 
that the intermediary or service provider had ac:ual notice, specific actual knowledge, willful and 
malicious inlent and motive to proactively un:! positively participate, and not merely through 
omis!>ion or thilure to act, and thereby facilitated, aided or abetted the use by any persoll of any 
information system, service, application, cnline platform or telecommunication system 
main1ained, controlled or managed by an internediary or service provider in connection with ,1 

contravention of' this Act, rules made thereunder or'any other law: 

Provided that the burden to prove that an intermediary or service provider had notice" specific 
actual knowledge, willful 

j 
and malicious intent and motive to proactively and positi veIl' 

participate in any act that gave rise to any ci viI or criminal liability shall be upon the person 
alkging such I~lt~ts and no i'nterirn or final ord~rs, directions shall be issued with respect 10 any 
intermediary or service provider unless such facts have so been finally proved and determined: 



Tor' 

Provided further that such allegation and its proof shall clearly identify with specificity the 
content, material or other aspect with respect to which civil or criminal liability is claimed 
including but not limited to unique identifiers such as the Account Identification (Account 11)), 
Uniform Resource Localor (URL), Top Level Dom2in (TLD), Internet Protocol Addresses (IP 
Addresses) or other unique identifier and clearly state the statutory provision and basis of the 
claim. 

(2) No intermediary or service provider shall under any circumstance be liable under this AcL 
rules made thereunder or any other law 'for maintaining and making available the provision of 
their service. \ 

,	 (3) No intel'mediary or service provider shall be subject to any civil or criminal Iiability as a 
result of informing a subscriber, user or end-users affected by any claim, notice or exercise of 
any power under this Act, rules made thereunder or any other law: 

Provided that the intermediary or service provider present and established in terms equivalent to 
the requirements of the Companies Ordinance, 1984 (XLVII of 1984) within the territorial 
jurisdiction of Pakistan, for a period not exceeding fourteen days, shaH keep confidential and not 
disclose the existence of any investigation or exercise of any power lmder this Act when a notice 
to this effect is served upon them by an investigating officer, which period of confidentiality may .­
be extcnded beyond fourteen days if, on an application by the investigating officer, the Court 
authorizes an extension for a further specified period of time, upon being satisfied that 
reasonable cause for such extension exists. 

i 
(4) No intermediary or service provider shalf be liable under this Act, rules made thercunder or 
any other law for the disclosure of any data or other information that the service provider 
discloses only to the extent of and under sub-section (3) and sections 18, 19,20 and 21. 

(5) No intermediary or service provider shall be undcr any obligation to proactively monitor, 
rnakeinC[uiries about material or content hosted, cached, routed, relayed, conduit, transmitted or 
made available by sLich interplcdiary or service provider. 

27. Immunity against disclosure of information relating to security proccdurc.-(1) Subjcct .. 
to sub-section (2), no person shaH be compelled to disclose any password, key or other secret 
information exclusively within his private knowledge, which enables his use of the security 
procedure or advanced electronic signature. 

I 

(2) Subject to the right against self.·incrimination under sub-section (2) of section 161 of the 
Code anJ Article 13 of the Constitution, sub-section (I) shall not confer any immunity where 
such information i:; us<:d for the commission of any offence under this Act,. rules made 
thereunder or any other law.: 

28. Inadmissibility of seized evidcm~e.- (1) Any evidence seized or simililrly secured through 
any violation or f~lilurc to comply with any of the provisions of this Act shall have the effect of 
tainting the evidence seized and such evidence shall not be admissible before any Court or 
authority for any purpose in the relevant proceedings or any other proceedings. 



(2) No evidence shall be accessed, searched, sdzed or similarly secured unless it is relevant to 
the offence identified in the application and the warrant issued which shall superficially identify 
the particular evidence to be searched or seized is issued. 

(J) An application to declare evidence inadmiss .ble for the purposes of sub-section (1) or for any 
other reason may be moved at any time during the criminal proceedings whether during the stage 
01 inquiry, investigation, [rial, before judgment or in appeal. 

..'" 

29. Information of offence.- (1) On receiving any complaint or information with respect to any 
offence under this Act, the investigating oflicer shall immediately enter the information in a 
book to be kept by such oflicer in such form as the Provincial Government may prescribe in this 
behalf under section 155 of the Code. 

(2) A copy of the information entered under 3ub-section(l) shall be submitted no latcr than 
twenty-Cour hours before the court having juri~;diction in the matter which shall thereafter take 
cognizance of the matter and proceed in accordance with the Code. 

(3) No inquiry, investigation, arrest, search, sei:i:ure shall take place or other power exercised, nor 
shall any warrant for search, seizure, arrest (If exercise of other power be issued unless the 
provisions of this section are satisfied. 

(4) No investigating officer shall investigate my case under this Act without the order of the 
Court of competent jurisdiction under th.is Act having power to try such case. 

(5) The provisions of this section shall apply notwithstanding any other law and shall survive any 
amendments of any other law unless specifically amended or repealed. 

]0. Real-time collection and recording nfdata.-(l) If a Court is satisfied on the basis of 
iIii'ormation on oath 011 an application by all investigating officer that there are reasonable 
grounds to bel ieve that the content of any specifically identilied electronic communications is 
reasonably required for the purposes of a spe.)itic criminal investigation, the Court may order 
with respect to traffic data held by or content data that may pass through a service provider 
within its jurisdiction, throu~h application ofte:,:hnical means, to­

(n) have that service provider collect or record Iraftic data in real-time; and 

(b) where administratively and financially nol burdensome and technically possible, collect or 
record content data in real-time, conducted only through, in coordination with and facilitated by 
the inteJligenceagency or intelligence service referred to in s~ction 48 and specially notified in 
respect of and for the purposes of this section by the Federal Government through notification in 
the Official Gazette, 
associated with only the specified communic:ltions and related to or connected with only the 
person ullder investigation'transmitted by means of an informalion system and provide only the 
specified traffic c1ata and where applicable ('(m ent data, to the investigating oftlcer: 



Provided thal sLlch real-time collection or recording shall not be ordered for a period heyond 
what is absoJ utc!y necessary and in llny eventnot for more than seven days. 

(2) The period of real-time collection or recording may be extended beyond seven days if, on an 
application, the Court authorizes an extension for a further specified period oftiIne: 

Provided that any extensions will require a fuJi rehearing of the matter and the standard for 
satisfaction of the CourtshaJl be higher with every application for extension. 

(3) The Court may al so reg uirc the service provider to keep con tidential the fact of the execution 
01' any power provided [or in this section and any information relating to it. 

(4) 'The application under sub-sections (I) and (2) shall in addition to substantive grounds and 
reasons also­

(a) cxplaiil why it is believed the traffic data and where applicable content data sought will be 
available with the person in control of the information system; 

(b) identify and explain with specificity the type oftmme data and where appJlcable content data 
suspected will be found on such information system; 

(c) identify and expJain with specificity the identified offence made out under this Act in respect 
ol'which the warrant is sought; 

(d) if authority to seek real-time collection or recording on morc than one occasion is needed, 
explain why, and how many, further disclosures are needed to achieve the purpose for which the 
warranl is to be issued; 

(c) specify what measures shall be taken to prepare and ensure that the real-time collection or 
recording is carried out­

(i) whilst maintaining the privacy of other users, customers and third parties; and 

(ii) without the disclosure of information and data of any party not part of the 
investigation; 

(1) specify why the investigation may be frustrated or seriously prejudiced unless the real time 
collection or recording is permitted; and 

(g) specify why to achieve the purpose for which the warrant is being applied, real time 
collection or recording by the person in control of the information system is necessary: 

Provided that the standard to be satisfied before the Court under sub-section (l) shall be that of 
beyond reasonable doubt and in any event a higher standard than that applicable to orders under 
sections 19,20 and 25: 
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Provided further that the application for exerci:>e of powers under this section shall exclusively 
be made before the High Court having territor.al jurisdiction in the matter under investigation, 
prosecution or trial and any reference in this section to "Court" shall mean the High Court having 
territorial j urisd lction in the matter under investi gation, proseclltion or trial: 

Provided also that the real time collection or n:cording of content data shall only be conducted 
through and in coordination with and facilitated by the intelligence agency or intelligence service 
ref(:rred to in section 48 and notified J')r the purpose and in respect of this section by tile Federal 
Government by notification in the Official Gazette. 

31. Retention of traffic data."(]) A service provider shall, within its tcchnical capability, retain 
its traffic data minimum for a period of ninety dlYS. 

(2) The service provider shall retain the traffic data under sub"section (I) by fulfilling all the 
requirements of data retention and its originality as provided under sections 5 and 6 of the 
Electronic Transaction Ordinance, 2002 (LI of2002). 

32, Trans-border access.-For the purpose of investigation, the Federal Government or the 
investigation agency may, without the permission of any foreign Government or international 

. agency, access publicly available information :iystem or data notwithstanding the geographical 
location of such information system or data, or access or receive, through an electronic system, 
dala located in foreign country or territory, if if obtains the lawful and voluntary consent of the 
person who has the lawful authority to disclose it. 

CHAPTER III
 
INTERNATIONAL COOPERATION
,. 

33. International cooperatjon.-(]) The Feder,ll Government may cooperate with any foreign 
Government,27 x 7 net work, any foreign agency or any international agency for tbe purposes or 
investigations or proceedings concerning oHel1ces related to information systems, electronic 
communication or data or for the collection cf evidence in electronic form of an otIence or 
obtaining expeditious preservation and disc](lsure of traffic data or data by means of an 
information system or real-time collection of traffic data associated with specified 
communications or interception of data or any other means, power, function or provision under 
this Act. 

(2) The Federnl Government may, without prior request, forward to such foreign Government, 27 
x 7 network, any foreign agency or any international agency, any information obtained frol11 its 
own investigations if it considers that the disclosure of such information might assist the other 
Governmenl or agency in initiating or carrying Jut investigations or proceedings concerning any 
offence. 

(3) The Federal Government may re(luire the fnreign Government, 27 x 7 network, any foreign 
agency or any international agency to keep the iJformation provided confidential or lise it subject 
to some conditions. 

.- ?J':,
 



'(4) The investigating agency shall be responsible for sending and answering requests for mutual 
assistance, the execution of sllch requests or their trunsrnission to the authorities competent for 
their execution. 

(5) 'fhe Federal Government may refuse to accede to any request made by such foreign 
Government, 27 x 7 network, any foreign agency or any international agency if the request 
cc)ncerns an offence which is likely to prejudice its sovereignty, security, public order or other 
natiollal interests. 

(6) The Federal Governmen[ may poslpone action on a request if such action would prejudice 
investigations or proceedings conducted by its investigation agency. 

CHAPTER -IV
 
PROSECUTION AND TRIAL OF OFFENCES
 

34, Offences to be compoundable and non-cognizable.-All offences under this Aet shall he 
compoundable, non-cognizable and bailable. 

Provided that the offence under section 7 shall be non-bailable and non-compoundable. 

35. Prosecution and trial of offences.-No Court inferior to the Comi of Sessions Court shall 
try any offence under this Act. 

(2) In all matters wilh respect to whicl1 no procedure has been provided in this Act the provisions 
of the Code shall apply. 

36. Order for payment of compensation.-The Court may, on awarding punishment of 
imprisonment or fine or both for commission of any offence, make an order for payment of any 
compensation to the victim for any damage caused by commission of the offence and the 
compensation so awarded shall be recoverable as arrears orland revenue: 

Provided that the compensation awarded by the Court shall not prejudice any right to a civil 
remedy for the recovery of dfunagcs beyond the amount of compensation awarded: 

Provided further that in cOl1l?ectioll with the powers under this section, the Court shall, apply tbe 
procedures as provided in the Code of Civil Procedure, 1908 (Act V of 1908). 

37. Qualifications for the yourt.-( 1) Only a Court, where the presiding judge has sllccessfully 
completed training conducted with respect to all aspects of this Act including including cyber 
forensics, electronic transaqtiol1s and data protection shall be competent to hear any matter 
arising out of or in connection with this Act. 

Provided that this section shall come into etTect ninety days after the coming into force of this 
Act. 



38. Supply of shltements and documents to Lhe accuscd.- In all cases, copies of the entire 
Illvestigation file, documents related to any proceeding or investigation and all evidence, 
Il1cludmg all exculpatory bcts ami evidence shal! be supplied free of cost 10 the accused not later 
du.lI1 fourteeu days before the commencement of the trial: 

Provided that the Court may direct that the cost of any storage devices required for supplying 
sLich copies may be patd by the accused in ca~;f: the Court is satisfied that, for reasons to be 
I'ecardcd, the accused has access to such fund:; that would enable the accused to make sllch 
I)aymenl. 

39. Description of offence to be mentioned with specificity.-'rhe Court shall, when taking into 
consideration in a proceeding or mentioning any section of this Act in any document, including 
but not limited to any proceeding for issuance oC warrant, bail, framing of charge or trial or any 
other proceeding with respect to or involving tbis Act, shall not merely consider and mention the 
section of the oflence in question but shall also consider and specify the sub-section, clause and 
sub-clause to identify exactly which offence is bdng referred to, 

40. Assistance to the Court.-(l) The Court mLy be assisted in technical aspects by an amicus 
clirioe having knowledge in infer alia all aspect~: of this Act including cyber forensics, electronic 
transactions and data protection and civil liberty safeguards with respect to exercise of 
procedural powers in cybersl~ace, 

(2) The High Courts shaH, for the pl~rpose of sub-section (l), maintain a list of such amiclis 
curiae having the relevant qualifications and exr,erience. 

(3) The Court shall also be assisted by the technical and forensic experts accredited by 
international organizations and approved by a joint committce of industry representativcs and 
acudemicians, 

(4) TIle Court shall determine the remuneration of the amicus curiae and the experts and may 
decide the party or parties to pay such remuneration, keeping in view thecil'ClIl11stances of each 
ease. 

(5) The investigating Officer', pros'ecutor, complainant, victim or accused shall have the right to 
the appointment, presence and assistance 01'­

(a) amicus curiae 

(b) technical experts; or 

(c) forensic experts, 

at any stage of the case including but not limited to preliminary proceedings, bail hearing, 
acquittal hearing, JI'aming of charge, trial or uny other hearing, 



41. Preliminary assessmcnt.- (1) Upon the lodging of a report under section 155 of the Code, 
and again upon the fiJ ing of the interim investigation report under section 173 (I) of the Code, 
the Court shall, without the need for any application for such preliminary assessment to be filed, 
no laler than the following ~lay make a preliminary assessment under sub-sections (2) and (3) 
respectively, as to whether all alIenee is made out against the accused and whether there is a 
likelihood of conviction based upon the facts placed on record and shall as the Court may deem 
ai)propriak­

(a) discharge the accused; 

(b) if an accused is not in custody and­

(i) the case is of further enquiry, order that no arrests be made unless the Court is satisfied 
that based upon the facts placed on record an offence is made out against the accused and 
there is a likelihood of conviction; or' 

(ii) if the Court is satisfied that based upon the facts placed on record an offence is made 
out against the accused and there is a likelihood of conviction, proceed with the matter 
without prejudice to the right of any accused including his right to seek bail; 

(c) ifan accused is in custody and­

(i) the case is of furtlier enquiry, order that the accused be released without bail subject to 
any future possibility: of arrests if the COUI1 is subsequently satisfied that based upon the 
facts placed on record an offence is made out against the accused and there is a likelihood 
of conviction', or . , 

(ii) if the Court is satisfied that based upon the facts placed on record an ofIence is made 
out against the accused and there is a likelihood of conviction, proceed with the matter 
without prejudice to the right of any accused including his right to seek bail: 

Provided that any assessment under this section shall only be tentative and shall be without 
prcj llli icc to future determ inations of the Court with respect to any further proceedings, including" 
but not limited to bail, acquittal, framing of charge or trial. 

(2) The presence of the accused shall not be necessary for any proceeding, hearing or 
determination under. this section. 

42. Hight to anticipatory bail.- (1) Any person whether an accused or apprehending that he may 
be arrested for a commission of an uffence under this Act, whether or not nominated or named in 
any report under section 154, 155 or 173 of the Code shall have the right to seek bail and any 
courl of competent jurisdiction shall have the power to grant him bail. 

I 

(2) Notwithstanding proceedings having taken place under sub-section (1), any person whether 
an accused or apprehending tbat he may be arrested for a commission of an offence under this 
Act, whcthcr or not nominated or namcd in any report under section 154, 155 or 173 of the Code 
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shall have the ri gilt to move an applicatil..n for another preliminary proceeding under sub-section 
(1) at any stage of the case whether during tile stage ot' inquiry, investigation, trial, before
 
judgment or in appeal.
 

43. Anticipatory bail when person outside })liikistan.- (1) When u person present outside the 
territorial limits of Pakistan comes to have kno\\>ledge of any circumstance under sub-section (1) 
or (2) or section 42 and apprehends that he may be arrested upon his return to Pakistan for an 
offence under this Act, he shall have the right to seek bailor protective bail before any Court of -, 
competent jurisdiction without any Ilecd for his personal attendan..ce and to hc represented and 
appear by and lhrough his pleader. 

(2) The Court may at its discretion make such order as to provide such a person with assurance 
and protection on his return and secure his attendance according to such terms as it may deem fit. 

(3) Should a person who has been granted bail under this section rai Is to return to· Pakistan or 
abide by any of the terms thereot: the Court mCLY cancel his bail and proclaim him an offender 
forthwith, ordering the investigating agency to ,take all measures through Interpol or mutual legal 
assistance treaties to secure the extradition ~nd arrest of such person. ' 

44. Manner of recording cvidcnce.- (1) For the purpose of recording evidence in all 
proceedings under this Act before a Court, the evidence of the witnesses shall be recorded in the 
manner as provided'under sub-sections (2) and Ci). 

(2) Entire Inquiry, Trial and all proceeding before the Court shall be video and audio recorded 
and copy of the same shall be made available to the accused directly or to his pleader as \;vell as 
the prosecutor and the cOlTI.I?lainant directly or to his pleader by the close of the day of each 
proceeding: 

Provided that no subsequent proceedings nor any order shall be issued by the Courl related to the 
proceedings so recorded without first having provided a clearly viewable and audible copy of the 
video and audio recording to the accused directly or through his pleader at least three days before 
the nex.t date of hearing or any subsequent proceeding in the casco 

(3) The Court shalJalso cause a transcript prJce~dings to be prepared and provided to the 
accusecl directly or to his pleader as well as the I)rosecutor and the complainant directly or to his 
pleader no later than three days from the date of each proceeding or day before the next hearing, 
whichever is earlier. ' 

45. Appeal to High Court.-Any person aggrieved by any final decision or order of the Court 
including an order of conviction passed by the Court in respect of an offence under this Act may 
prefer an appeal to the respective High Courl wi!hin thirty days from the date of slich decision or 
order. 

CHAPTER V
 
, MISCELLANEOUS
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46. Application of Electronic Transactions Ordinance, 2002.-( 1) Without prejudice to the 
application of the Electronic Transactions Ordinance, 2002 (Ll of 2002), including sub-section 2 
of section 16 or clause ([) of sub-section (1) of section 2 thereof and any other law, the Federal 
Government may prescribe rules for communication, filing, submission or processing of any 
plead ings, evidence or documents by any person, including but not J imited by or before the COllrt 

or by the investigating officer, the prosecutor, compiainant or accused, with respect to any 
application or exercise of any power or provision under this law through electronic means or in 
electronic form. 

(2) When prescribing rules for the application under subsection (I), the Federal Government 
shall have due regard to the availability, accessibility, security, authenticity and integrity of the 
electronic form or electronic means by which the enabling powers under sub-section (1) may be 

, exercised by the Court, prosecutor, investigation agency or any other person. 

Explanation: The Federal Government may, where it is appropriate in terms of the availability, 
accessibility and security, prescribe rules for the communicating, filing, submissions and 
processing of applications, pleadings and evidence and other documents in electronic form 
before the Court or by the prosecution, the investigation agency, complainant, accused or any 
other person. The use of these means would include instances such as electronic applications for 
any warrants, the supply of statements and documents to the accused, supply of evidence .­
recorded, applying for a copy of seized data and other provi~;ions under this law. However, the 
Federal Government shall ensure that such rules shall provide for the security, integrity and 
authenticity at all times of slich means of communication, filing, submission and processing and 
only enable these means at locations where appropriate uncleI' the circumstances. 

47. Exdusion of telecommunication law related offenccs.- (I) Nothing in this Act shall apply 
to any offence with respect to telecommunication or matters related to laws, speci fied under the 
Schedule and vice versa. 

(2) No offence in any law specified in the Schedlile shaJ I be included in or form lhe basis of any 
investigation, prosecution or trial before any Court related to any offence under this Act. 

(3) Offences under laws specified under the Schedule shall be excluded from any investigation, 
prosecution, trial or exercise of powers conferred by, or operation of, any provision of this Act. 

(4) Any investigating officer who exercises any power or attempts to exercise any power 
conferred by this Ac~ or include offences specified under the First Schedule in any investigation, 
prosecution, trial or exercise of powers conferred by, or operation of, any provision of this Act, 
shall be subject to disciplinary action and shall be punished with imprisonment of either 
description for a term which may extend to two years or with line which may extend to one 
million rupees or with both. 



(5) No offence under this Act shall be included in or form the basis of any investigation, 
prosecution or trial before any Court related te any offence under this Act or any other law 
mentioned in the Schedule. 

48. Savings of Intelligence Services powers.- (I) Offences, powers and procedures provided 
under this Act are not related to and have no apf,lication upon the activities, powers or functions 
of intelligence agencies or services and are without prejudice to the operation of or powers­

(a) under section 54 of the Pakistan Telecomml.mication (Re-orgftnization) Act, 1996 (XVII of 
1996); 

(b) under the Pakistan Army Act, 1952 (XXXIX of 1952); 

(c) under the Pakistan Air Force Act, 1953 (VI oJ 1953); 

(d) under the Pakistan Navy Ordinance, 1961 (XXXV of1961); 

(e) under the purview of the Intelligence Bureau; 

(0 by the intelligence agency or intelligence se.:vice notified by the Federal Government under 
section 30; and 

(g) when exercised lawfully by any other intelligence agency or service that docs not itself 
undertake investigation or proseclltion of any criminal offence. 

49. Ad to override other Iaws.-The provisions of this Act shall have effect notwithstanding 
anything to the contrary contained in any other iaw and shall survive any nmendl.l1cnt of any 
other law unless specifically amended or repealed. 

50. Powcr to amcnd Schedule.-The Federal Government may, by' notification in the official 
Gazeltc, amend the Schedule so as add any entr) thereto but not omit any entry therein. 

51. Omission of section 36, 37, Ordinancl~ LI of 2002.- In the Electr<mic Transaction 
Ordinance, 2002 (LI of2(02), sections 36 and 37 shaH be omitted.· 

SCHEDULE
 
(Sec sections 2(1) (t), 47 and 50)
 

I, The Pakistan Telecommunication (Re-organit~ation)Act, 1996 (XVII of 1(96) 

2. The Telegraph Act, 1885 (XIII or 1885). 

3. The Wireless T'c Icgraphy Act, 1933 (XVII of 1933). 



STATEMENT OF OBJECTS AND RI:ASOI\lJi 

Currently Pakistan has no law to comprehensively deal with the growing threat 
of cybercrirne. The centuries old criminal justice legal framework is inadequate and ill equipped 
to address the sophisticated online threats of the 21st Century cyber age. While this new age 
has exacerbated both existing crimes when conducted with the use of the Internet, which are 
adequ'3tely addressed by the application of the Electronic Transactions Ordinance, 2002 in 
conjunction. with existing criminal justice legislation, it has also given birth to completely new 
types of cybercrime and criminals which cannot be effectively dealt with through the use of 
existing legislation. The latter cannot be addressed simply by amending existing legislation or 

. through a patchwork of enabling provisions. The unique nature of these crimes finds no 
.	 adequate or analogous provisions in existing legislation that deal with traditional offline crime. 

Effectively addressing these unique and unprecedented crimes with similarly unique and 
necessary procedural powers, requires a completely new and comprehensive legal framework 
that focuses on online conduct of individuals/organizations in the virtual world. The legislation 
therefore, establishes new offences including illegal access of data (hacking), as well as 
interference with data and information systems (DOS and ODOS at~acks), specialized cyber 
related electronic forgery and electronic fraud, cyber terrorism (electronic or cyber attack on 
the critical information infrastructure), unauthorized interception conducted by civilians, use of 
malicious code viruses, identity theft etc. 

The legislation provides new investigative powers hitherto unavailable such as search 
and seizure of digital foren"ic evidence using technological means, production orders for 
electronic evidence, electronic evidence preservation orders, partial disclosure of traffic datal 
real time collection of data under certain circumstances and other enabling powers which are 
necessary to effectively investigate cyber crime cases. The very technical nature of the new 
powers that are necessary to investigate and prosecute these crimes require their exercise to 
be proportionate with the civil liberty protections afforded to citizens under the Constitution. 
This CCl:l only be achieved through strengthening existing protections and establishing new 
safeguards especially against abuse of these new and intrusive powers. The Bill also includes 
specific safeguards to balance against these intrusive and extensive procedural powers in order 
to protect the privacy of citizens and avoid abuse of the exercise of these powers. 

The introduction of this legislation will effectively prevent cyber crimes and shall also 
contribute to the national security of the Nation whilst providing and enabling a secure 
environment for investment in IT, e-commerceand e-payments systems. This Bill shall also 
afford protection to citizens which has hitherto not been completely effective, exposing them 
to the unmitigated threats posed by cyber criminals both at home and abroad. 

Anusha Rahman Kha". 

Minister of State for Information Technology 
Member-in-Charge 



Annex-\"" 

[NOTE OF DISSENT] 
i1'.' Chairman
 

Sbnding COll1m.ittee on Information Technology
 
National Assembly of Pakistan
 
Islamabad
 
Dated: 21 August, 2015
 

Dear Chairman, 

I am writing to you in my capacity as a member of the subcommittee 
constituted to considerIre-examine the proposals received by the Standing 
Comm:ttee on "The Prevention of Electronic Crimes Bill, 2015". 

To dak, three meetings of this subcommittee have been held, but I strongly feel 
that further deliberations on the Bill are required until a reasonable consensus 
is reached. 

Mr. Chairman, we nlust acknowledge that we are at present, leaving our 
country vulnerable to terrorism, and will continue to do so until we work more 
aggressively at first establishing cyber safety measures, and then developing 
wholistic cyberl electronic crime legislation. 

As a legislator I examined the Bill during the subcommittee meetings and my 
comments are as below: 

"Offence" . - although I had proposed an amendment, no consensus was 
reached. I still believe that the age mc..st be considered, given that the use and 
accessibility of the internet is extremely common among children, and we must 
be very" careful while proposing penalties in this regard. 

"Service provider" - I had proposed that subsection "(iv) provides premises from 
where or facilities through which the public in general may access an information 
systern. and the intemet such as cyber cafes" .. be deleted. I feel that any public 
place that offers Internet as a facility, may it be a restaurant, a coffee shop or 
libraT)' etc ... cannot be considered a service provider and treated as such. 

"Unauthorised access to information system or data'" - I have expressed my 
dissent on the imprisonment penalty. J: suggest that only a fine be imposed to 
penalize offenders. 

"Unauthorised copying or transmission· of data" - I have expressed my dissent 
on the imprisonment penalty. I suggest that only a fine be impo~eJ to penalize 
offenders. 



'Offe!lcc~ against rnodesty of c\ nat ul"cll pcr~on or minor" - 1 have proposed theH 
this section be rephrased, since the language is am biguous. 

"Cyber stalking" - I have serious concerns regarding this section because the 
penalty being proposed is an imprisonn1ent which may exceed to two years. I 
feel that people need to be reformed, and not just severely punished, in addition 
to which the ppe already addresses harassment. This section should either be 
deleted, or imprisonrnent removed and fine revisited. The p1Jnishment must be 
COlTImensurate to the crime. 

In the section where an authorised officer of the agency is given the authority to 
enter a premise without warrant, I had raised serious concerns. Given the 
fundamental rights guaranteed in the Constitution, ideally I feel that a warrant 
must be required to enter premises. 

Section 34 "Power to Manage Information System" allows interpretation of 
Article 19 of the Constitution (fundanlental rights and principles of policy). 
This Section needs to be revisited since arbitrary interpretation of such an 
Article by an authority, is in itself a matter of concern. It was decided that Mr. 
Babar Sattar advocate, would redraft the Section in question, for the 
subcommittee. 

Mr. Chairman, I feel that while it is extremely irnpnrtant to ('oil1.bat terrorisil1. 
and track those who use cyberspace to commit acts of terrorism, it is also 
crucial to safeguard the civil liberties and rights of the people, as enshrined in 
the Constitution of Pakistan. 

I hope that my concerns and the reasons for dissent will be looked into 
seriously by you and other members of the Committee. 

Sincerely, 

Shazia Marri 

cc: Honourable Speaker, National Assembly of Pakistan 


